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DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, DC 20301-2800

30 JUN 1988

MEMORANDUM FOR SEE DISTRIBUTION
SUBJECT: SAMM Maintenance

1. Effective 1 May 1988, the focal point for SAMM maintenance

-~ was changed from Program Analysis Division, Plans Directorate to

Management Division, Operations Directorate.

2. SAMM changes will be developed by the responsible DSAA action
office, coordinated with each directorate of DSAA, DSAA General
Counsel, and other appropriate elements within DOD, provided to
the military departments for review, and edited and published by
DISAM. . '

3. One directorate is assigned as the lead area of expertise for
SAMM changes as follows:

Chap QOPS . Plans Compt Chap QOPS Plans Compt

1 X 12 X

2 X 13 X
3 X . 14\5 X X

4 X 15 X

5 X App A X

6 X B X

7\1 X X C X

8\2 X X D X
9\3 X X E ¢ X
10 X F X o
11\4 X X G X ,Ovoon’\gé’

' Index ngyggg\ N

1/ OPS - Sections I and II, Section IIITET’and f., Figure 7-III-
2 and Table 7-III-2; Compt - Balance of chapter. o
2/ Compt - Section IV and Table 8-III-3; OPS - Balance

3/ OPS - Section III.I. and J., Section IV, Tables 9-III-3
Exhibits B and C, 9-1II-6, 9-III-7, and 9-II1I-8; Compt - Balance
4/ Plans - Section II; Compt - Balance

5/ Plans - Section I; OPS - Balance

4. The lead directorate will assign responsible individuals to
develop or approve each change to its assigned sector of the SAMM
and to assure coordination. Operations Directorate, Management
Division, will be the overall focal point for managing SAMM
changes.
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5. Following development of changes and approval by the leéd
directorate and the Command Group, changes should be brought to
DSAA/QOPS-E. OPS-E will: ,

a. For changes, to be provided by message, which require
immediate notification--

(1) Provide an interim change number, for use in
distributing the change to users worldwide.

(2) Consolidate and forward the change to DISAM forn
inclusion in the next formal SAMM change.

b. For routine changes, consolidate and forward to DISAM for
incorporation intc the next formal SAMM change. :

6. Questiohs or comments regarding information above may be
directed to DSAA/OPS-E, Mr. Wayne Wells, X78108.

NS

CHARLES W. BROWN
Lieutenant General, USA
Director

Distribution:
Comptroller
Congressional Relations
Director, DISAM
General Counsel
Director for Operations
Director for Plans

Prepd by: Mr. Wel ‘sgDSAA/OPS-E/ZS Jun 88
.DSAA OoPS- X7‘810%
Distr: Orig addee & cc if shown
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DEFENSE SECURITY ASSISTANCE AGENCY ' ‘8 J'

WASHINGTON, DC 20301-2800

06 JUL 1988
In reply refer to:
I-03516/88

MEMORANDUM FOR DIRECTOR, DEFENSE LOGISTICS AGENCY

ASSISTANT DEPUTY CHIEF OF STAFF FOR LOGISTICS
(ADCSLOG) (SECURITY ASSISTANCE)
DEPARTMENT OF THE ARMY .

DIRECTOR OF TECHNOLOGY TRANSFER AND
SECURITY ASSISTANCE (NAVOTTSA)
DEPARTMENT OF THE NAVY i
DIRECTOR OF INTERNATIONAL PROGRAMS/PRI
DEPARTMENT OF THE AIR FORCE

SUBJECT: Security Assistance Management Manual (SAMM)
Maintenance

The attached 30 June 1988 memorandum, subject as above, is
furnished for information. It suggests DSAA directorates to
which issues pertaining to specific areas within the SAMM, DOD
5105.38-M, may be raised. Administrative (format, edit, etc.)
changes or general comments or questions regarding the SAMM
should be directed to DSAA/OPS-E.

. It is expected that the SAMM will continue to be a living
document, with continual change resulting from legislation,
foreign policy adjustments, improvements in security assistance
management capability, and increases in operating efficiency. 1In
general, the following guidelines are expected to be applied in
order to keep the SAMM up to date:

- Minor technical adjustments, format changes, edit
corrections, and dictated changes such as those required by
legislation will be coordinated with your organization when
implementation flexibility exists and your programs will be
substantially affected.

- Substantial changes which affect your programs will
normally be coordinated with your organization. Perhaps you are
aware that changes are routinely consolidated so that the manual
will remain usable for a longer period between major revisions.
Experience has shown that delays on one change hold up other
important changes and cause the SAMM to be unacceptably dated.

- It will therefore be necessary to meet suspenses on change
proposal coordination documents, or to insure that DSAA/OPS-E is
aware that a short delay is in the overall interest of SAMM
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users, since failure to do this may result in changes without
benefit of your comments,

- The organization sponsoring a SAMM change is responsibile
for coordination with other organizations, including other
military services, affected by the change. :

- It is anticipated that potential SAMM changes will
continue to be developed informally, with formal documentation
used only in the final stages of these changes. Your point of
contact for formal actions pertaining to SAMM changes should be
provided to DSAA/OPS E. '

As the SAMM users having the greatest impact on the day-to-
day support of security assistance customers, your past support -
has been important in maintaining DOD 5105.38-M. With your
continued assistance, we expect to make the manual as current,
accurate, and user-friendly as possible.

SIGNED

H. Diehl McKalip
Director
Security Assistance Operations

Attachment

As stated

cc: ,
Director, DISAM
Director, SAAC
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DEFENSE SECURITY ASSISTANCE AGENCY

. WASHINGTON, DC 20301-2800

31 July 1987

In Reply refer to:
TRANSMITTAL No. 9
‘DOD 5105.38-M

MEMORANDUM FOR RECIPIENTS OF DOD 5105.38-M, SECURITY ASSISTANCE
MANAGEMENT MANUAL (SAMM)

SUBJECT: SAMM Change 9 Transmittal

The attached revised material updates the basic publication.

Make the applicable change to the SAMM in accordance with the
attached list of changes by inserting new pages.

This change is effective 31 July 1987.

PO %

- GLENN A. RUDD
ACTING DIRECTOR

Attachments
1. List of Changes
2. List of Effective Pages
3. List of material incorporated
within Change 9
4. SAMM Updated pages
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DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, DC 20301-2800

31 March 1987

In reply refer to:
Transmittal No. 8

MEMORANDUM FOR RECIPIENTS OF DOD 5105.38-M, SECURITY
ASSISTANCE MANAGEMENT MANUAL (SAMM)

SUBJECT: . SAMM Change 8 Transmittal
The attached revised material updates the basic pdblication.

Make the applicable change to the SAMM in accordance with the
attached list of changes by inserting new pages.

This change is effectiwe 31 March 1987.

LIEUTENANT GENERAL, USAF
DIRECTOR

Attachments
1. List of Changes
2. List of Effectiwve Pages
3. List of material incorporated
within Change 8
4. SAMM Updated pages



DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, D.C. 20301

15 September 1986

In reply refer to:
Transmittal No. 7
DOD 5105.38-M

MEMORANDUM FOR RECIPIENTS OF DOD 5105.38-M, SECURITY
ASSISTANCE MANAGEMENT MANUAL (SAMM)

SUBJECT: SAMM Change 7 Transmittal

The attached revised material updates the basic publication.

Make the applicable change to the SAMM in accordance with the
attached list of changes by inserting new pages.

This change is effective 15 September 1986.

PHIKIP C. GAST
LIEUTENANT GENERAL, USAF
DIRECTOR

Attachments
1. List of Chahges
2. List of Effective Pages
3. List of material incorporated
within Change 7
4. SAMM Updated pages



DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, D.C. 20301

1 March 1986

In reply refer to:
Transmittal No. 6
DOD 5105.38-M

MEMORANDUM FOR RECIPIENTS OF DOD 5105.38—M, SECURITY
ASSISTANCE MANAGEMENT MANUAL (SAMM)

SUBJECT: SAMM Change 6 Transmittal
The attached revised material updates the basic publication.

Make the appplicable change to the SAMM in accordance with the
attached list of changes by inserting new pages.

/;i% 1

This change is effective 1 March 1986.

v
PHILTIP C. GAST

LIEUTENANT GENERAL, USAF
DIRECTOR

Attachments
1. List of Changes
2. List of Effective Pages
3. List of material incorporated
within Change 6
4, SAMM Update pages
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CHAPTER ONE
INTRODUCTION TO SECURITY ASSISTANCE

SECTION I - MANUAL PURPOSE AND STRUCTURE

A. PURPOSE. DoD 5105.38-M, "Security Assistance Management Manual" (SAMM),
formerly the Military Assistance Sales Manual .(MASM), has been published to
establish policies and procedures required to carry out the management of
security assistance in accordance with the Foreign Assistance Act (FAA) 1961,
as amended; the Arms Export Control Act (AECA), 1976, as amended; and other
applicable statutes and directives.

B.  ORGANIZATION. The Manual has been organized to follow the logical steps
associated with the various processes that occur in security assistance
management.

1. Major related categories of information are organized by chapter.
Categories within each chapter are refined at the section level. Sections
within individual chapters are sequentially numbered using Roman numerals,
e.g. SECTION I, SECTION II, etc. 5

2. It should be noted that the organization of the chapters .aré such
that closely related topics are brought under one heading while still retain-
ing the unique, though interrelated, characteristics addressed in the separate
sections of the chapter. Through this arrangement the reader has an opportun-
ity to review the contrasts and comparisons of each related topic in close
proximity, thereby enhancing the understanding of each process and its inher-
ent procedures.

C. CHAPTER IDENTIFICATION SYSTEM,

1. Within each chapter section, paragraphs are numbered consecutively
using an alpha/numeric system.

a. Major paragraph headings are identified by capital letters,
underlined, and preceded by a sequential capital letter (e.g., A. MAJOR
HEADING. ).

b. Subparagraphs are Tlikewise didentified consecutively using
Arabic numbers (e.g., 1.), lower case letters (e.g., a.), Arabic numbers in
parentheses (e.g., (1)), and lower case letters in parentheses (e.g., (a)),
with appropriate indentations. Subparagraphs may be preceded by underlined
subheadings (e.g., 1. Subheading.) on an optional basis for emphasis and ease
of understanding.

2. Page numbers consist of a two part Arabic number. The first part
indicates the chapter, the second part indicates the page within the chapter.

3. Tables, charts, and other illustrations are listed consecutively
within each section of the separate chapters, labeled "Table" or "Figure" as
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appropriate. An illustration would be numbered as "Table 1-I-1" or "Figure
1-1-1" with the first Arabic number indicating the chapter, the second Roman
number designating the chapter section, and the third Arabic number identify-
ing the consecutive illustration within the section.

D. APPLICABILITY. The provisions of this Manual apply to the Office of the
Secretaryv of Defense (0SD), its separate agencies, the Military Departments
(hereinafter noted as MILDEPs), Unified Commands and their agencies, security
assistance organizations (SAO), the Organization of the Joint Chiefs of Staff
(0JCS) and all other Defense agencies (hereinafter referred to collectively as
"DoD Components" engaged in the management or implementation of security
assistance).

E. OBJECTIVES. The general objectives of the Manual are to:

1. Assure full compliance with the legislative authorities of the FAA,
AECA, ard other relevant statutes.

2. Provide an organized compilation of related quidance and procedures.
3. Facilitate its use as a practical management tool.

"
4, Provide a definitive cross-index for ease in its use.

5. Provide cross-reference to other applicable directives and regula-
tions, where appropriate.

6. Ensure compliance with all policies, procedures, and management
reporting requirements, :

F. BASIC ISSUES AND CHANGES.

1. The Manual, published in a loose-leaf format, is designed to accom-
modate changes to policy and procedures with minimum effort.

2. The Defense Security Assistance Agency (DSAA) is responsible for
determining and developing all changes to the Manual. Two types of changes
are involved -- interim and formal. Interim changes will be made through a
DSAA message (TWX) or memorandum format. A formal change, published as
required, will incorporate all applicable interim changes issued during the
immediate preceding period.

3. Formal changes, sequentially numbered and dated, will be made to the
extent feasible by the reissuance, addition or deletion of complete pages.
Lines that are being changed will be indicated by asterisk (*) in the margins.
If a complete rewrite of a paragraph or subparagraph or the addition of a new
paragraph or subparagraph.is involved in the pages reissued, only the first
11ne(of)such paragraph or subparagraph will be annotated with a double aster-
isk (**

G. DISTRIBUTION. The Manual and formal changes thereto will be distributed
to DoD activities by the Defense Institute of Security Assistance Management
(DISAM-DRP), Wright-Patterson Air Force Base, Ohio, 45433, Distribution
within each military department, i.e., USN, USA, and USAF will be provided
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through each military department's publication distribution system. The
respective points of contact are:

NAVY: Office of the Chief of Naval Operations (CNO/OP-63)
“ATTN: OP-631D3
U.S. Department of the Navy
Washington DC 20350-2000

ARMY: Department of the Army
Deputy Chief of Staff for Logistics
Security_Assistance Policy Coordinating Office
o ATTN: LO-
2EDIR Ry 3p566, The Pentagon 3
Washington DC 20310-0512

AIR FORCE: Publication Distribution Center
2800 Eastern Blvd.
Middle River
Baltimore MD 21220-5000

Such distribution will be in accordance with addressee 1ists developed and
provided by the DSAA Comptroller, Office of FMS Control Division, Washington
DC, 20301. Requests for commercial purchases of the SAMM should be directed
to the Defense Institute of Security Assistance Management, DISAM/DRP, Build-
ing 125, Area B, Wright-Patterson AFB OH 45433-5000.

tion or interpretation of, or changes to, the provision of this Manual should
be submitted through security assistance management channels to the DSAA
(ATTN: SAMM Coordinator), Washington DC, 20301. Any guidance contained in
this Manual that appears to be in conflict with other DoD issuances or govern-
ing statutes and regulations should be reported to the DSAA SAMM Coordinator.
Deviations from the policies presented in this Manual may not be implemented
without the explicit_prior_approval of the Director, DSAA, based upon jus-
tified requests . from the components of the DoD.D

‘ H.  INTERPRETATION, RECOMMENDATIONS AND DEVIATIONS., Requests for clarifica-

I. EFFECTIVE DATE AND IMPLEMENTATION. The provisions of this Manual are
effective upon date of transmittal.

SECTION II - RATIONALE AND SCOPE

A. PURPOSE. Section I addressed the basic structure and organization of the
SAMM,” Tts authorities, applicability, and responsibilities. This section is
designed to summarize the rationale and scope of the security assistance
program.

B.  RATIONALE FOR SECURITY ASSISTANCE PROGRAM.

1. Security assistance has historically played a prominent roie in U.S.
foreign and defense policy. The security assistance program is an essential
complement to the overall U.S. defense effort. When we directly assist other
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nations in meeting their defense requirements, we also make a contribution to
our own security.

2. Security assistance represents a most visible aspect of our foreign
policy in that its implementation results in tangible evidence of U.S. inter-
ests and presence. Such evidence is represented by the delivery of defense
weapon systems to friendly foreign governments; by numbers of international
military students in U.S. service schools; by U.S. personnel advising other
governments in increasing their internal defense capabilities; and by provid-
ing guidance and assistance in establishing a practical infrastructure .and
economic base through which regional stability can be achieved and maintained.

C. SECURITY ASSISTANCE SCOPE,

1. Security assistance, defined in its simplest terms, concerns the
transfer of military and economic assistance through sale, grant, lease, or
loan_to_friendly foreign_governments.—Transfers are carried out under the

principle that if they are essential to the security and-economic we11-beii§
of such governments and international organizations, they.are_-.equally-wvital _-to

5

the security and economic well-being of the United Stalggl

2. Security assistance consists, interalia, of the following major
programs: _

a. Programs administered by the DoD:

(1) The Internationa] Military Education and Training (IMET)

Program; . _
(2) Foreign Military Sales (FMS) Financing; and
(3) Foreign Military Sales (FMS).
b. Programs administered by the Department of State:
(1) Economic Support Fund (ESF);
(2) Peacekeeping Operations (PKO);

(3) Commercial Export Sales Ticensed under the Arms Export
Control Act (AECA).

3. Prior to 1981, defense articles and defense sérvices were provided
as grant aid through a separate program, the Military Assistance Program
(MAP), which was administered under procedures entirely different from those
used for FMS, Legislation effective in FY 1982, however, allows grant funds
to be merged with other funds held for the foreign government's account (e.qg.,
cash, FMS credits) in that country's FMS trust fund. This technique, which js

_used exclusively today, precludes distinguishing items as_having been provided
\as—grant_aid. S Special rules, procedures, and constraints for items provided
as grant aid, essentially those set forth in the MASM, apply only to programs
initiated under the old system. FMS rules and procedures apply to all others.
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D. IMPLEMENTATION. The Department of Defense (DoD) administers and manages
all transactions that involve the transfer of defense articles and services
and the provision of military training for international students. In this
regard, security assistance is an integral element of the DoD mission. The
development and execution of the program shall be accorded the same high
degree of attention and efficiency as other DoD programs. To the extent
practical, security assistance requirements shall be integrated with other DoD
requirements and implemented through the same DoD systems, facilities, and
procedures.
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CHAPTER TWO
MAJOR STATUTORY AND POLICY PROVISIONS

SECTION I - GENERAL

A. PURPOSE. This chapter highlights the fundamental legal authorities and
restrictions that apply to the components of the overall security assistance
program managed by the Department of Defense.

B. BACKGROUND. Military Assistance (MAP)] and International Military Educa-
tion and Training (IMETP) are grant_aid programs administered under authority

of the Foreign Assistance Act (FAA)_of 1961, as amendedl__ Foreign_Military,

Sales (FMS) ar@‘ﬁéﬂé‘@gﬂgﬁjiﬁfhorit§“3?_?ﬁ€mﬂrms Export Control Act (AECA),

1976, as amended.]

1. The Administration annually makes specific requests to Congress for
the security assistance budget and any legislative amendments necessary to
meet changing requirements. The Congress reviews the Administration's request
and then appropriates the funds, and enacts such amendments deemed appropriate
for carrying out the program. Standing authorizations relate to:

a. The sale of defense articles, services, and training (FMS),
b. The sale of design and construction services (FMCS).

c. The extension of direct and guaranteed credit in connection
with sales (FMSCR).

d. Lease of defense articles.

e. The transfer of military assistance (MAP) funds to the FMS
Trust Fund.

f. Grant training under the International Military Education and
Training Program (IMETP).

g. Furnishing defense articles, defense services, and training as
grant aid from DoD resources (FAA Section 506 drawdown).

2. Appropriations. Appropriations must be obtained from the Congress
for paragraphs c., e., and f., of -the above USG-financed program authoriza-
tions., Appropriations also are requested.to reimburse DoD for the value of
jtems furnished under FAA Section 506 drawdown.

3. Continuing Resolution Authority (CRA), In the event that the regu-
lar foreign aid appropriations are not legislated prior to the beginning of
the fiscal year, essential FMSCR, MAP, and IMET activities are usually carried
out under a CRA which constitutes temporary or stop-gap appropriations made by
the Congress.
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SECTION II - GRANT AID

A. GENERAL., Grant aid is furnished through programs for Military Assistance
(MAP) and International Military Education and Training (IMET).

B.  MILITARY ASSISTANCE (MAP).

1. General authority and conditions of eligibility appear in Chapter 2
of the FAA.

2. The program includes furnishing defense articles, defense services,
and training by drawdown of DoD resources under emergency conditions and
procedures as set forth in Section 506, FAA. Procurement is not authorized
under this provision,

3. Except for administrative costs and the close-out of country pro-
grams initiated prior to FY 1982, funded programs are implemented under the
provisions of Section 503(a)(3) which permits transfer of funds to the coun-
tries' FMS trust account. Articles, services, and training acquired with such.
funds are indistinguishable from other FMS acquisitions and thus are treated
identically.

C. TRAINING (IMET). The International Military Education and Training
(IMET) program 1s operated as a discrete grant aid program under unique
policies and procedures. Refer to Chapter 10 for appropriate details.

SECTION III - FOREIGN MILITARY SALES (FMS)

A.  LEGISLATIVE AUTHORITY FOR FMS,

1. Arms Export Control Act (AECA), 1976, as amended.

a. Eligibility. No defense articles or defense services may be
sold or leased to any country or international organization under the AECA
unless the President finds, in accordance with Section 3 thereof as amended,
that:

(1) The furnishing of defense articles and defense services to
such country or international organization will strengthen the security of the
U.S. and promote world peace.

(2) The country or international organization shall have
agreed not to transfer title of, or possession of, any defense article or
related training or other defense service so furnished to it to anyone not an
officer, employee, or agent of that country or international organization and
not to use or permit the use of such article or related training or other
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defense service for purposes other than those for which furnished un1ess the
consent of the President has first been obtained.

(3) The country or international organization shall have
agreed that it will maintain the security of such article and will provide
substantially the same degree of secur1ty protection afforded to such article
by the U.S.; and

(4) The country or international organization is otherw1se
eligible to purchase or lease defense articles or defense services. The
countries or international organ1zat1ons found eligible to purchase or lease
defense articles or defense services under the Presidential finding are also
subject to other provisions of the AECA.

b. List of Eligible Countries. The current 1ist of eligible coun-
tries and international organizations determined by the President is provided
in Chapter 6 of this Manual.

c. Presidential Determination., The President must determine the
eligibility of the prospective purchaser on the basis that sales will
strengthen U.S. security and promote world peace [AECA, Sec. 3(a)(1)7.

d. Designation . of Defense Articles and Services. The terms "de-
fense article" "and "defense service" are defined by AECA, Sec. 47, for pur-
poses generally of the AECA, including FMS and leases. However, for the
purposes of direct commercial exports, the President is authorized to desig-
nate those items [AECA, Sec. 47(7)] which shall be considered defense articles
and defense services, and to promulgate regulations for control of the export
and import of such articles and services. The items so designated shall con-=
stitute the United States Munitions List [AECA, Sec. 38(a)]. Items in cate-
gories which are asterisked on this list are considered Significant Military
Equipment (SME). A copy of the U.S. munitions 1ist is enclosed at Table
2-111-1. '

e. Secretar of State Approval Authority. JIhe_Secretary—of—State
shall_be_responsible for 'gtgrm1n1ng__w.etuen__t.e%EZIsﬁzjj__gg::gjjgzlg:szz%
country—and—the—amount_thereof,_whether there_shall“be_a—lease to_a_country,
and—whether—there—shall—”be“delivery_or—other—performance—under—such—sale_or
lease“of_export_to_the_end_that_sales;—leases;-and-exports-are—integrated-with
other—UsS"activities—and—_that—the_foreian—policy_of “the U.S, —is_best—served
therehy [AECAS=Sec.—2(b)].7

f. Arms Control Consideration. Arms control consequences must be
taken into consideration when evaluating any FMS sale [FAA, Sec. 511; AECA,
Sec. 38(a)(2); AECA, Sec, 42(a)(3)]. Decisions to issue—Ficenses—or=approve
sales under the Arms Export Control Act or to furnish military assistance
under the Fore1gn Ass1stance Act of 1961 as amended sha11 be made in=coordi-

take 1nto account the Director s op1n1on on the extent to which su such exports,
sales, or assistance will contribute to an arms race, increase the possibility
of outbreak or escalation of conflict, or prejudice the development of
bilateral or multilateral arms control arrangements.
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g. Atomic Energy Act and Major Ship Transfers. Provisions of the
Atomic Energy Act of 1954, as amended, and titie 10 USC 7307 requiring sepa-
rate legislation for major ship transfers are unaffected by the AECA, Sec. 44,
(See Section IV, paragraph B. of this chapter for futher discussion.)

h. Sources of Sales Materiel. Defense articles or services may be
sold from the stocks of the DoD or the DoD may enter into contracts for
procurement of defense articles or defense services for sale to eligible
foreign countries or international organizations (AECA, Secs. 21 and 22).

i. Use of FMS Credit Funds for Procurement Outside United States.
FMS—credit—funds—may—be—used—for=procurement—outside—the—U..S.—only=1f—the
President—determines—that—such—procurement-will—not—result=in—adverse-effects,
upon_the_U S  “economy_or—the= 1ndustrval~mob144zat1oq:gg§e_IAECA.§§£::§Z££)]
<Pr10r;—consu1tat1ens-w1th1n—~the—-Bepartment-—of““Defense-—(DSAA)-and:nalth__Iigb
Departments—of_State-and_Treasury_are-required:

[This space left blank intentionally.]
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l I
j. Termination Due to Unnecessary Military Expenditures. Further
sales, credits, and guaranties shall be terminated to any economically less
developed country which diverts economic aid, or its own resources to unneces-
sary military expenditures, to a degree which materially interferes with its
development (AECA, Sec. 35). Existing sales, credits, and guaranties need not
be terminated.

‘ k. Prohibition Against Discrimination, Intimidation or Harassment.
No sales will be made and no credits or guaranties extended to, or for any
country whose laws, regulations, official policies or governmental practices
prevent any person from participating in the furnishing of defense articles or
defense services on the basis of race, religion, national origin, or sex. No
sales will be made and no credits or guaranties extended to any country
determined to be endaged inia consistent pattern of acts of intimidation or
harassment directed against individuals in the U.S, (AECA, Secs. 5 and 6).

B. POLICIES.

1. General,

a. Basic Sales Policy. In Chapter 1, Section 1 of the AECA, the

Congress:

(1) Recognized the increasing cost and complexity of defense
equipment and the continued need for dinternational defense cooperation to
maintain peace and security.

(2) Established the policy that sales will facilitate the
common defense by entering into international arrangements with friendly
countries on projects of cooperative exchange of data, research, development,
production, procurement; and Togistics support to achieve nat1ona1 defense
requirements and objectives of mutual concern;

(3) Declared that the AECA authorizes sales that further U.S.
security objectives to friendly countries to equip their forces with due
regard to 1impact of sales on social and economic development and on arms
races; and

(4) Declared the sense of the Congress that all such sales be
approved only when they are consistent with U.S. foreign policy interests.

2. Materiel Transfer Policy.

a. Use of Federal Acquisition Regulation (FAR) and DoD FAR Supple-
ment. When procuring for a ftoreign government, DoD will apply the same
Contract clauses and contract administration as it would use in procuring for
itself, except where deviations are authorized in the DoD FAR Supplement. ‘¥
= so1easource_pnocurement—mequested—by—a—fore1gn—government—appears_xo_be;
motivated_by—objectives—in—conflict—with—this—requirement>or with any U.S.
legislation, the request must be forwarded to the DSAA, which may forward the
request to the Department of State for consideration. No LOA in such cases ‘

will be issued without approval of the Director, DSAA.
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b. Foreign Military Construction Sales (FMCS). In addition to
sales of defense i1tems and defense services, the Department of Defense may
sell design and construction services to eligible foreign countries or inter-

national organizations (AECA, Sec. 29). Such sales are {reated-as-a—separate
category from_EMS, but_as—-AECAZsalesz

c. Proper Use of Materiel. Consistent with its resources and the
situation prevailing in country, the designated U.S. SAO is responsible for
supervising and reporting on the utilization by the foreign country of defense
articles and services acquired through FMS or leased to the recipient by the
DoD.

d. Diversion of Materiel. DoD policy calls for a determination to
be made that sale of a defense item will not degrade U.S. defense efforts by
taking needed equipment from U.S. stocks (withdrawals), or by disrupting
deliveries of critical items from production for U.S. forces (diversions),
unless security or foreign policy requirements are such that sale of the item
is in the overall U.S. national interest.

e. Insurance., LRurchasers-will—self=insurerFMS shipments or obtain
commercial insurance without any right of subrogation of any claim against the
United States. Inzextraordinary-situations;>and upon specific request by the
purchaser and receipt of written authorization from the purchaser for the
designated departmental procurement activity to act as the agent of the
purchaser to obtain pricing quotes and, if necessary, procure the insurance
required, insurance may be obtained by the military department concerned and
billed as a separate line item on DD Form 1513. For FMS cases already imple-
mented, authorized insurance coverage can be added by amendment. Whenever a
military department does provide these services to a purchasing country or
organization, it should obtain insurance from a U.S. insurance firm if possi-
ble, and in any event it should point out that this is an exceptional arrange-
ment, and should encourage and assist the purchaser to make its own arrange-
ments for insurance for subsequent cases.

f. Delivery Commitments. The availability data set forth in FMS
cases which have been properly accepted and funded by the purchasing country
or international organization constitute commitments by the U.S. Fulfillment
of these commitments is an important measure of the good faith of the U.S. in
dealing with its friends and allies. Accordingly, all DoD_components—_shalbl
§ssure __that—EMS_—delivery _commitments_are_fully—coordinated;,—and—that—the
material—conforms_to_the_standards—on_the—LOA;—and—can--be—delivered_—in_the

agreed_time_perjod; Cases where proposed sales involve the delivery of major
equipment which is in relatively short supply, or in less than procurement

U.S. requirements, shall be referred promptly to the DSAA. In this matter,
early awareness of foreign requirements which generate production/delivery
conflicts will enable the DoD to establish the most favorably attainable
delivery schedule.

lead time, or which the military departments determine to be in conflict with\> 8

g. Materiel Standards. It is DoD policy that defense articles
of fered and sold to foreign governments and international organizations should
reflect favorably upon the ‘United States. Therefore, defense articles offered
and sold under FMS will normally be new or unused, or as a result of rehabili-
tation, possess original appearance insofar as possible, and, as a minimum,
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have serv1ceab111ty standards prescr1bed for issue to U S. forces If the

ment—wall—be—stated—qn—the*LDA:::If:xhe:ggsigmgﬁ_des1re54ZEZﬁE?EﬁE§§§§§§:ﬂ§L:7
where~is3" thisTw: w1JJ~jd§g*Qg_stated'Tn_Ihe-LOA7 )

h. Procurement in Foreign Countries. Unless dictated by overr1d-
ing logistics considerations approved by the Secretary of Defense, the DoD

%i11 not enter into sales arrangements which entail commitments for DoD

procurement in foreign countries.

3. Financial Management.

a. Recovery of Cost. The FMS program must be managed at no cost
to the U,S. Government (with certain exceptions specifically covered by law),

while insuring prompt and complete service to the customer. This requires a

thorough understanding of procedures for pricing items or services furnished,

administering FMS cases, and reporting of deliveries of materiel or services.
The LOA agreement makes it mandatory for the purchaser to pay for the full

value of the transaction, regardless of terms of sale specified for the
individual case.

b. Payment in U.S. Dollars., Sales may be made under FMS only if
he e11g1b1e purchaser agrees to pay in U.S. dollars (AECA, Secs. 21 and 22).
ayment_ln_k1nd:ibarten)—asﬂauthorrzed_by—Sect1on-?l(h)~AECA¢under'the_JJm1ted:
c1rcumstancesuspec1£1eﬁng§£§15?

c. Credits.

(1) Use of Credit for Essential Items, Credit and credit
guaranties under the AECA will be used only to assist countries in acquiring

essential items which cannot reasonably be financed by other means and normal-

1y will be used only to finance investment requirements.

(2) Use of Concessionary Credit Terms. Concessionary credit
terms (i.e., interest rates less than cost of money to the U.S. Government)

will be granted only when determined by the President (Sec. 23, AECA).

(3) Repayment of Credit. FMS credits must be repaid in U.S.

dollars within 12 years after the loan agreement has been signed on behalf of

the U.S. Government (Sec. 23, AECA), unless otherwise provided for by U.S.
law.

(4) Use of Credit Payments., Cash received from FMS and from
repayments of FMS credits shall not be used for financing new credits or
guaranties. (Sec, 37, AECA).

d. Financing of Sales.

(1) U.S. Guaranties. Financing by any individual, corpora-
tion, partnership, or other Jud1c1a1 entity doing business in the U.S. (ex-
cluding U.S. government agencies other than the Federal F1nanc1ng Bank) may be
guaranteed by the U.S. Government if such financing is in connection with FMS
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or FMCS or direct commercial sales of defense items.

Fees shall be charged
for such guaranties. (Sec. 24, AECA) .

(2) Export-Import Bank. Export-Import Bank financing of sales

of defense items to economically less developed countries is prohibited.
(Sec. 32, AECA).
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[Extracted from the International Traffic in Arms Regulations (ITAR), printed
in the Federal Register, Vol. 49, No. 236, December 6, 1984, Rules and Regula-

tions, pages 47687 through 47712.]

PART 121—THE UNITED STATES
MUNITIONS LIST

Enumeration of Articles

Sec. i

121.1 General. The United States Munitions’
List.

121.2 Interpretations of the United States
Munitions List. ,

121.3 Aircraft and related articles.

1214 Amphibious vehicles.

121.5 Apparatus and devices under
Category IV({c).

121.86 Cartridge and shell casings.

121.7 Chemical agents.

121.8 End-items, components, accessories,
attachments, parts, firmware, software :
and systems. i

121.8 Firearms. :

121.10 Forgings, castings and machined
bodies.

121.11 Military demolition blocks and
blasting caps. ‘

12112 Military explosives. . ‘

12113 Military fuel thickeners. ! |

121.14 Propellants. ' :

121.15 Vessels of war and special naval
equipment.

Authority: Section 38, Arms. Export Control
Act, 90 Stat. 744 (22 U.S.C. 2778); E.O. 11958,
42 FR 4311; 22 U.S.C. 2658.

Enumeration of Articles

§ 121.1 General. The United States
Munitions List.

(a) The following articles, services
and related technical data are
designated as defense articles and
defense services pursuant to sections 38
and 47(7) of the Arms Export Control
Act (22 U.S.C.-2778 and 2794(7)).

Changes in designations will be
published in the Federal Register.
Information and clarifications on
whether specific items are defense
articles and services under this
subchapter may appear periodically in
the Munitions Control Newsletter
published by the Office of Munitions
Control. .

(b) Significant Military Equipment.
An asterisk precedes certain defense:
articles in the following list. The asterisk
means that the article is deemed to be
“significant military equipment” to the
extent specified in § 120.19. The asterisk
is placed as a convenience to help
identify such articles.

Category I—Firearms

*(a) Nonautomatic, semi-automatic and
fully automatic firearms to caliber .50
inclusive, and all components and parts for
such firearms. (See §§ 121.8 and 123.16-
123.19.)

(b) Riflescopes manufactured to military
specifications, and specifically designed or
modified components therefor; firearin
silencers and suppressors, including flash
suppressors. .

*(c) Insurgency-counterinsurgency type
firearms or other weapons having a special
military application (e.g. close assault
weapons systems) regardless of caliber and
all components and parts therefor.

Category Ili—Artillery Projectors

*(a) Guns over caliber .50, howitzers,
mortars, and recoilless rifles.

*(b) Military flamethrowers and projectors.

(c) Components, parts, accessories and
attachments for the articles in paragraphs (a)
and (b) of this category, including but not
limited to mounts and carriages for these
articles.

[NOTE: “Significant military—equipment" means articles for which special
export controls are warranted because of their capacity for—substantial mili>

tary utility or-capacityl ]

*
(del
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Category Ill—Ammaunition

*(a) Ammunition for the arms in Categories
1 and 11 of this section. (See §211.6.)

(b) Components, parts, accessories, and
attachments for articles in paragraph (a) of
this category. including but not limited to
cartridge cases, power bags, bullets, jackets, .
cores, shells (excluding shotgun shells},
projectiles, boosters, fuzes and components
therefor, primers, and other detonating
devices for such ammunition. {See § 121.8.)

(c) Ammunition belting and linking
machines. .

*(d} Ammunition manufacturing machines
and ammunition loading machines (except
handloading ones).

Catégory TV—Launch Vehicles, Guided
Missiles, Ballistic Missiles, Rockets,
Torpedoes, Bombs and Mines

*(a) Rockets (including but not limited to
meteorological and other sounding rockets),
bombs, grenades, torpedoes, depth charges,
land and naval mines, as well as launchers
for such defense articles, and demolition
blocks and blasting caps. (See § 121.11.)

“+(b} Launch vehicles and missile and anti-
missile systems including but not limited to
guided, tactical and strategic missiles,
launchers, and systems. . o

{c) Apparatus, devices, and materials for
the handling, control, activation, monitoring
detection, protection, discharge, or
detonation of the articles in paragraphs (a)
and (b] of this category. (See § 121.5.)

*(d) Missile and space vehicle
powerplants.

*(e) Military explosive excavating devices

*(f) Ablative materials fabricated or semi-
fabricated from advanced composites {e.g.,
silica, graphite, carbon, carbon/carbon. and
boron filaments) for the articles in this
category that are derived directly from or
specifically developed or modified for
defense articles.

*(g) Non/nuclear warheads for rockets and
guided missiles.

(h) All specifically designed or modified
components, parts, accessories, attachments,
and associated equipment for the articles in
this category.

Category V—Explosives, Propellants, and
Incendiary Agents

*(a) Military explosives. (See § 121.12.}
*(b) Military fuel thickeners. {See § 121.13.)

{c) Prepelants for the articles in Categories

I and IV of this section. (See § 121.14.)

{d) Military pyrotechnics, except
pyrotechnic materials having dual military
and commercial use.

- (e} All compounds specifically formulated

for the articles in this category.

DoD-5105,38-M

Category VI—Vessels of War and Special
Naval Equipment

*(a) Warships, amphibious warfare vessels,
landing craft, mine warfare vessels, patrol
vessels, auxiliary vessels and service craft,
experimental types of naval ships and any
vessels specifically designed or modified for
military purposes. (See § 121.15.)

*(b) Turrets and gun mounts, arresting gear,
special weapons systems, protective systems,
submarine storage batteries, catapuits and
other components, parts, attachments, and
accessories specifically designed or modified
for combatant vessels.

(c)Mine sweeping equipment, compenents,
parts, attachments and accessories
specifically designed or modified therefor.

{d) Harbor entrance detection devices,
(magnetic, pressure, and acoustic ones) and
controls and components therefor.

*(e) Naval nuclear propulsion plants, their
land prototypes, and special facilities for
their construction support, and maintenance.
This includes any machinery, device,
component, or equipment specifically
developed, designed or modified for use in
such plants or facilities. (See § 123.21.)

Category VII—Tanks and Military Vehicles

*(a) Military type armed or armored
vehicles, military railway trains, and vehicles
specifically designed or modified to
accommodate mountings for arms or other
specialized military equipment or fitted with
such items.

*{b) Military tanks, combat engineer
vehicles, bridge launching vehicles, half-
tracks and gun carriers.

*(c) Self-prapelled guns and howitzers.

(d) Military trucks, trailers, hoists, and
skids specifically designed, modified, or
equipped to mount or carry weapons of
Categories. 1. Il and IV or for carrying and
handling the articles in paragraphs (a) of
Categories 1l and IV.

“(e) Military recovery vehicles.

*(f) Amphibious vehicles. (See § 121.4.)

“(g) Engines specifically designed or
modified for the vehicles in paragraphs {a),
(b). (c). and (f) of this category.

(h) All specifically designed or modified

components and parts, accessories,

attachments, and associated equipment for
the articles in this category, including but not
limited to military bridging and deep water
fording kits.

TABLE 2-111I-1 (Continued)
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Category VIII—Aircraft, Spacecraft, and
Associated Equipment
*(a) Aircraft, including but not limited to

helicopters, non-expansive balloons, drones.
and lighter-than-air aircraft, which are
specifically designed. modified, or equipped
for military purposes. This includes but is not
limited to the following military purposes:
gunnery. bombing, rocket or missile
launching. electronic and other surveillance.
reconnaissance, refueling. aerial mapping.
military liaison, cargo carrying or dropping.
personnel dropping, airbome warning and
control, and military training. (See § 121.3.)

{b)*(1) Spacecraft, including manned and
unmanned. active and passive satellites
{except those listed in Category VIII(b}{2).

(2) Non-military communication satellites
(excluding ground stations and associated
equipment not enumerated elsewhere in
§ 121.1).

*(c) Military aircraft engines, except
reciprocating engines, and spacecraft engines
specifically designed or modified for the
aircraft and spacecraft in paragraphs {a) and
(b) of this category.

*(d) Cartridge-actuated devices utilized in
emergency escape of personnel and airborne
equipment (including but not limited to
airborne refueling equipment}) specifically
designed or modified for use with the aircraft,
spacecraft, and engines of the types in
paragraphs (a), (b), and (c} of this category.

(e) Launching and recovery equipment for
the articles in paragraphs (a) and (b) of this
category, if the equipment is specifically
designed or modified for military use or for
use with spacecraft. Fixed land-based
arresting gear is not included in this category.

{f) Power supplies and energy sources
specifically designed or modified for
spacecraft. :

(g) Components, parts, accessories,
‘attachments, and associated equipment
(including ground support equipment)
specifically designed or modified for the
articles in paragraphs (a) through (f) of this
category, excluding aircraft tires and
propellors used with reciprocating engines.

(h) Developmental aircraft components
which have a significant military application,
excluding aircraft components concerning
which Federal Aviation Agency certification
has been granted.

*(i) Ground effect machines (GEMS}
specifically designed or modified for military
use, including but not limited to surface effect
machines and other air cushion vehicles, and
all components, parts, and accessories,
attachments, and associated equipment
specifically designed or modified for use with
such machines.

DoD-5105.38-M

*(j) Inertial navigation systems and
components designed specifically for such
systems. Systems or components which are
standard equipment in civil aircraft, including
spare parts and spare units to be used
exclusively for the maintenance of inertial

" navigation equipment incorporated in civil

aircraft, and which are certified by the
Federal Aviation Administration as being an
integral part of such aircraft are subject to
export regulation by the Office of Munitions
Control only if the export is intended for a
controlled country described in section 620(f)
of the Foreign Assistance Act of 1961, as
amended (22 U.S.C. 2370(f)) (except
Yugoslavia). The Export Administration Act
of 1979, as amended (50 U.S.C. App. section
2416(c)) deals with the export of such items to
non-controlled countries. All exports of
technical data (regardless of destination)
relating to the design, development,
production or manufacture of inertial
navigation equipment (regardless of
accuracies) or its related parts, components,
or subsystems are subject to the requirements
of the regulations contained in this
subchapter. The export of technical data
relating to the repair of parts, components, or
subsystems of inertial navigation systems
(including accelerometers and gyroscopes)
which are not certified by the FAA as being
an integral part of civil aircraft are subject to

. the requirements of this subchapter. The

provisions of Xl{e) and XII(c) are not
applicable to such exports of technical data.
Category IX—Military Training Equipment

(a) Military training equipment including
but not limited to attack trainers, radar target

_trainers, radar target generators, gunnery

training devices, antisubmarine warfare
trainers, target equipment, armament training
units, operational flight trainers, air combat
training systems, radar trainers, navigation
trainers, and simulation devices related to
defense articles.

{(b) Components, parts, accessories,
attachments, and assdtiated equipment
specifically designed or modified for the
articles in paragraph (a) of this category.

Category X—Protective Personnel Equipment

(a) Body armor specifically designed,
modified or equipped for military use;
articles, including but not limited to clothing,
designed, modified or equipped to protect
against or reduce detection by radar, infrared
(IR) or other sensors; military helmets
equipped with communications hardware,
optical sights, slewing devices or mechanisms
to protect against thermal flash or lasers,
excluding standard military helmets.

(b} Partial pressure suits and liquid oxygen
converters used in aircraft in Category
Vlii(a).
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{c} Protective apparel and equipment
specifically designed or modified for use with
the articles in paragraphs {a) through (d} in
Category XIV. )

(d) Components, parts, accessories.
attachments, and associated equipment
specifically designed or modified for use with
the articles in paragraphs (a). (b). and {c) of
this category.

Category X1—Military and Space Electronics

(a) Electronic equipment not included in
Category XiI of the Munitions List which is
assigned a military designation or is
specifically designed. modified or configured
for military application. This includes but is
not limited to the following:

*(1) Underwater sound equipment,
including but not limited to towed arrays,
electronic beam forming sonar, target
classification equipment. and spectrographic
displays; search. acquisition. tracking.
moving target indication and imaging radar
systems: active and passive countermeasures
and counter-countermeasures equipment;
electronic fuses: identification systems:
command, control and communications
systems; and. regardless of designation. any
experimental or developmental electronic
equipment specifically designed or modified
for military application, or for use with a
military system and

(2) Sonic depth finders; underwater
telephones: electro-mechanical beam forming
sonars and elementary sonobuoys: radios
(including transceivers). weather. navigation,
and air traffic control radar systems:
navigation, guidance, object-locating
equipment; displays; and telemetering
equipment.

{3) Armored coaxial cable capable of RF,
optical, or high voltage power transmission.

(b} Space electronics:

*(1) Electronic equipment specifically
designed or modified for spacecraft and
spaceflight, and

(2) Electronic equipment specifically
designed or modified for use with non-
military communications satellites.

_ *(c) Electronic systems or equipment
specifically designed, modified, configured,
used or intended for use in search,
reconnaissance, collection, monitoring,
direction-finding, display , analysis and
production of information from the
electromagnetic spectrum for intelligence or
security purposes and electronic systems or
equipment designed or modified to counteract
such surveillance and monitoring.

{d) Very High Speed Integrated Circuit
(VHSIC) semiconductor devices that are
specifically designed for military applications
and which have a high-speed signal and
image processing capability with an
operational parameter (gate-time-clock-
frequency) or greater than 10 '? gates X hertz
for an individual semiconductor device.

DoD-5105,38-M

(e) Components, parts, accessories,
attachments, and associated equipment
specifically designed or modified for use or
currently used with the equipment in
paragraphs (a) through (c) of this category,
except for such items as are in normal
commercial use.

Caléagory XII—Fire Control, Range Finder,
Optical and Guidance and Control Equipment

*(a) Fire control systems; gun and missile
tracking and guidance systems: military
infrared, image intensifier and other night
sighting and night viewing equipment;
military masers and military lasers; gun
laying equipments; range, position and height
finders and spotting instruments; aiming
devices (electronic, gyroscopic, optic, and
acoustic); bomb sights, bombing computers,
military television sighting and viewing units,
inertial platforms, and periscopes for the
articles of this section.

*(b) Inertial and other weapons or space
vehicle guidance and control systems;
spacecraft guidance, control and stabilization
systems; astro compasses; and star trackers.

(c) Components, parts, accessories,
attachments, and associated equipment
specifically designed or modified for the
articles in paragraphs {a) and (b) of this
category, except for such items as are in
normal commercial use.

Category XIIl—Auxiliary Military Equipment

(a) Aerial cameras, space cameras, special
purpose military cameras, and specialized
processing equipment therefor; military
photointerpretation, steroscopic plotting, and
photogrammetry equipment, and components
specifically designed or modified therefore.

(b} Speech scramblers, privacy devices, °
cryptographic devices and software

(encoding and decoding), and components
specifically designed or modified therefore,
ancillary equipment, and protective
appraratus specifically designed or modified
for such devices, components, and
equipment. - :

(c) Self-contained diving and underwater
breathing apparatus specifically designed or
modified for a military purpose and
components specifically designed or modified
therefore. g

(d) Armor plate and structural materials
(including but not limited to plate, rolled and
extruded shapes, bars and forgings, castings,
welding consumables, carbon/carbon and
metal matrix composites) specifically
designed or modified for defense articles.

(e) Concealment and deception equipment,
including but not limited to special paints,
decoys, and simulators and components,
parts and accessories specifically designed or
modified therefor.

{f) Energy conversion devices for producing
electrical energy from nuclear, thermal, or
solar energy, or from chemical reaction which
are specifically designed or modified for
military application.
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(8) Chemiluminescent compounds and solid
state devices specifically designed or
modified for military application.

(h) Devices embodying particle beam and
electromagnetic pulse technology.

(i) Metal embrittling agents.

Category XIV—Toxicological Agents and
Equipment and Radiological Equipment

*(a} Chemical agents, including but not
limited to lung irritants, vesicants,
lachrymators, tear gases (except tear gas
formulations containing 1% or less CN or CS),
sternutators and irritant smoke, and nerve
gases and incapacitating agents. (See
§121.7)

*(b) Biological agents.

*(c) Equipment for dissemination,
detection, and identification of, and defense
against, the articles in paragraphs (a) and (b)
of this category.

*(d) Nuclear radiation detection and
measuring devices, manufactured to military
specification.

(e) Components, parts, accessories,
attachments, and associated equipment
specifically designed or modified for the
articles in paragraphs (c) and (d) of this
category.

Category XV—{Reserved]

Category XVI—Nuclear Weapons Design and
Test Equipment :

‘(a) Any article, material, equipment, or
device which is specifically designed or
modified for use in the design, development,
or fabrication of nuclear weapons or nuclear
explosive devices. (See § 123.21 and
Department of Commerce Expoit Regulations,
15 CFR Part 378).

*(b) Any article, material, equipment, or
device which is specifically designed or
modified for use in the devising, carrying out,
or evaluating of nuclear weapons tests or any
other nuclear explosions, except such items
as are in normal commercial use for other
purposes.

Category XVII—Classified Articles Not
Otherwise Enumerated

*All articles and technical data (as defined
in § 120.21) relating thereto which are
classified in the interests of national security
and which are not utherwise enumerated in
the U.S. Munitions List. :

Category XVIil—Technical Data '
Technical data (as defined in § 120.21)
relating to the defense articles listed in the

other categories of the United States

Munitions List. (See § 125.4 for exemptions;
see also § 123.21.)
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Category XIX—Defense Services

Defense services (as defined in § 120.8)
related to the defense articles listed in the
other categories of the United States
Munitions List.

Category XX—Submersible Vessels,
Qceanographic and Associated Equipment

*(a) Submersible vessels, manned and
unmanned, designed or modified for military
purposes or having independent capability to
maneuver vertically or horizontally at depths
below 1,000 feet.or powered by nuclear
propulsion plants.

*(b) Submersible vessels, manned or
unmanned, designed or modified in whole or
in part from technology developed by or fo
the U.S. Armed Forces. :

(c) Any of the articles in Categories VI, IX,
XI, X111, and elsewhere in this subchapter
specifically designed or modified for use with
submersible vessels, and oceanographic or
associated equipment assigned a military
designation.

(d) Equipment, components, parts,
accessories, and attachments specifically
designed or modified for any of the articles in
paragraphs (a) and (b) of this category.
Category XX1—Miscellaneous Articles

Any article not specifically enumerafed in
the other categories of the U.S. Munitions List
which has substantial military applicability
and which has been specifically designed or
modified for military purposes. The decision
on whether any article may be included in
this category shall be made by the Director of
the Office of Munitions Control.

§ 1212 Interpretations of the United
States Munitions List.

The following interpretations (listed
alphabetically) explain and amplify the
terms used in § 121.1. These
interpretations have the same force as if
they were a part of the United States
Munitions List category to which they
refer,

§ 121.3 Aircraft and related articles.

In Category VIII, “aircraft" means
aircraft designed, modified, or equipped
for a military purpose, including aircraft
described as “demilitarized.” All aircraft
bearing an original military designation
are included in Category VIII. However,
the following aircraft are not included so
long as they have not been specifically
equipped, re-equipped, or modified for
military operations:

(a) Cargo aircraft bearing “C"
designations and numbered C-45
through C-118 inclusive, C-121 through
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C-125 inclusive, and C-131, using
reciprocating engines only. .

(b) Trainer aireraft bearing “T"
designations and using réciprocating
engines or turboprop engines with less
than 600 horsepower (s.h.p.}.

(c) Utility aircraft bearing “U”
designations and using reciprocating
engines only.

(d) All liaison aircraft bearing an “L”
designation.

(e) All observation aircraft bearing
“O" designations and using ;
reciprocating engines.

§ 121.4 Amphibious vehictes.

An “amphibious vehicle” in Category
VII(f) is an automotive vehicle or
chassis which embodies all-wheel drive,
is equipped to meet special military
requirements, and which has sealed
electrical systems or adaptation features
for deep water fording.

§ 121.5 Apparaius and devices (inder
- Categcry 1V(c). :

Category IV includes but is not limited
to the following: Fuzes and components
for the items listed in that category,
bomb racks and shackles, bomb shackle
release units, bomb ejectors, torpedo
tubes, torpedo and guided missile
boosters, guidance.system equipment
and parts, launching racks and
projectors, pistols (exploders), igniters,
fuze arming devices, intervalometers,
guided migsile launchers and specialized
handling equipment, and hardened
missile-launching facilities.

§ 121.6 Cartridges and shell casings.
Cartridge and shell casings are
included in Category III unless, prior to
export, they have been rendered useless
beyond the possibility of restoration for
use as a cartridge or shell casing by
means of heating, flame treatment,
mangling, crushing, cutting, or popping.

§ 121.7 Chemical agents.

A chemical agent in Category XIV(a)
is a substance having military
application which by its ordinary and
direct chemical action produces a
powerful physiological effect. The term
“chemical agent” mcludes, but is not
limited to, the following chemical
compourds:,
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(a) Lung irritants:

(1) Diphenylcyanoarsine (DC).

(2) Fluorine (but not fluorene).

(3) Trichloronitto methane
(chloropicrin PS).

(b) Vesicants:

(1) B-Chlorovinyldichloroarsine
(Lewisite, L).

(2) Bis(dichloroethyl)sulphide
(Mustard Gas, HD or H).

(3) Ethyldichloroarsine (EDJ.

(4) Methyldichloroarsine (MD).

(c) Lachrymators and tear gases:

(1) A-Bromobenzyl cyanide (BBC).

(2) Chloroacetophenone (CN).

(3) Dibromodimethy] ether.

{4) Dichlorodimethy! ether (CICi).

(5) Ethyldibromoarsine.

{6) Phenylcarbylamine chlaride.

{7) Tear gas solutions (CNB and CNS).

(8) Tear gas
orthochlorobenzalmalononitrile (CS).

{d) Sternutators and irritant smokes:

(1) Diphenylamine chloroarsine
(Adamsite, DM). .

(2) Diphenylchloroarsine {BA}.

(3) Liquid pepper.

(e) Nerve agents, gases and aerosols.
These are.toxic compounds which affect
the nervous system, such as:

(1) '
Dimethylaminoethoxycyanophosphine
oxide (GA).

(2) Methylisopropoxyfluorophosphine
oxide (GB).

3

(3)
Methylpinacolyloxyfluoriphosphine
oxide (GD).

(f) Antiplant chemicals, such as: Butyl
2-chloro-4-fluorophenoxyacetate (LNF).

§ 121.8 End-items, components,
accessories, attachments, parts, firmware,
software and systems.

(a) An “end-item” is an assembled
article ready for its intended use. Only
ammunition, fuel or another energy
source is required to place it in an
operating state.

(b} A “component” is an item which is.
useful only when used in conjunction
with an end-item. A major component
includes any assembled slement which
forms a portion of an end-item without
which the end-item is inoperable.
(Example: airframes, tail sections,
transmissions, tank treads, hulls, etc.) A
minor component includes any
assembled element of a major
component.
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(c) “Accessories” and “attachments™
are associated equipment for any
component, end-item or system, and
which are not necessary for their
operation, but which enhance their
usefulness or effectiveness. (Examples:
riflescopes, special paints, etc.}

(d) A “part” is any single-
unassembled element of a major or a
minor component, accessory, or
attachment which is not normally
subject to disassembly without the
destruction or the impairment of design
use. (Examples: rivets, wire, bolts, etc.)

(e) Firmware and any related unique
support tools (such as computers,
linkers, editors, test case generators,
diagnostic checkers, library of functions
and system test diagnostics) specifically
designed for equipment or systems
covered under any category of the
United States Munitions List are
considered as part of the end-item or
component. “Firmware"” includes but is
not limited to circuits into which
software has been programmed.

(f) “Software” includes but is not
limited to the system functional design,
logic flow, algorithms, application
programs, operating systems-and
support software for design,
implementation, test, operation,
diagnosis and repair. A person who
intends to export software only should,
unless it is specifically enumerated in
§ 121.1, apply for a technical data
license pursuant to Part 125 of this:
subchapter.

(g) A “'system” is a combination of
end-items, components, parts, .
accessories, attachmenfs, firmware or
software, specifically designed,
modified or adapted to operate together
to perform a specialized military
function.

§ 121.9 Firearms.

(a) Category I includes revolvers,
pistols, rifles, carbines, fully automatic
rifles, submachine guns, machine pistols
and machine guns to caliber .50,
inclusive. It includes combat shotguns It
excludes other shotguns with barrels. 18"
or longer, BB, pellet, and muzzle loading
(black powder) firearms.
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(b) A “firearm” is a weapon not over
.50 caliber which is designed to expel a
projectile by the action of an explosive
or which may be readily converted to do

" 80.

(c) A “rifle” is a shoulder firearm
which can discharge a bullet through a
rifled barrel 16 inches or longer.

(d) A “carbine” is a lightweight
shoulder firearm with a barrel under 16
inches in length.

(e) A “pistol” is a hand-operated
firearm having a chamber integral with
or permanently aligned with the bore.

] (f) A “revolver” is a hand-operated
firearm with a revolving cylinder
containing chambers for individual
cartridges.

(g) A “submachine gun" “machine
pistol” or “machine gun" is a firearm
originally designed to fire, or capable of
being fired, fully automatically by a
single pull of the trigger.

§ 121.10 Forgings, castings and machined
bodies.

Articles on the United States
Munitions List include articles in a
partially completed state (such as
forgings, castings, extrusions and
machined bodies) which have reached a
stage in manufacture where they are
clearly identifiable as defense articles. If
the end-item is an article on the United
States Munitions List (including
components, accessories, attachments
and parts as defined in § 121.8), then the
particular forging, casting, extrusion,
machined body, etc., is considered a
defense article subject to the controls of
this subchapter, except for such items as
are in normal commercial use.

§ 121.11  Military demolition blocks and
blasting caps.

Military demolition blocks and
blasting caps referred to in Category
IV(a) do not include the following
articles:

(a) Electric squibs.

(b) No. 6 and No. 8 blasting caps,
including electric ones.

{c}) Delay electric blasting caps
(including No. 6 and No. 8 millisecond
ones).

(d) Seismograph electric blasting caps
(including SSS, Static-Master, Vibrocap
SR, and SEISMO SR).

(e) Oil well perforating devices.
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§ 121.12 Military explosives.

Military explosives in Category V
include, but are not limited to. the
following:

(a) Ammonium picrate. .

(b) Black powder made with
potassium nitrate or sodium nitrate.

(c) Cyclotetramethylenetetranitramine
(HMX).

(d) Cyclotrimethylenetrinitramine
(RDX, Cyclonite, Hexogen or T4).

(e) Dinitronaphthalene.

(f) Ethylenedinitramine.

(g) Hexanitrodiphenylamine.

(h) Nitroglycerin.

(i) Nitrostarch.

(j) Pentaerythritol tetranitrate
(penthrite, pentrite or PETN).

(k) Tetranitronaphthalene.

(1) Trinitroanisol.

(m) Trinitronaphthalene.

(n) Trinitrophenol (picric acid).

(o) Trinitrophenylmethylnitramine
(Tetryl).

(p) Trinitrotoluene {TNT).

(q) Trinitroxylene.

(r) Ammonium perchlorate
nitrocellulose (military grade).

(s) Aluminum powder (spherical) with
an average particle size of 100
micrometer diameter or less and a purity
of 97% or greater.

(t) Any combinations of the above.

§ 121.13. Military fuel thickeners.
Military fuel thickeners in Category V
include compounds (e.g., octal) or
mixtures of such compounds (e.g.,
napalm) specifically formulated for the
purpose of producing materials which,
when added to petroleum products,
provide a gel-type incendiary material
for use in bombs, projectiles, flame
throwers, or other defense articles..

§121.14 Propellgnts.

Propellants in Category V include. but
are not limited to, the following:

{a) Propellant powders, including
smokeless shotgun powder.

{(b) Hydrazine (including Monomethyl
hydrazine and symmetrical dimethyl
hydrazine, but excluding hydrazine
hydrate). .

(c) Unsymmetrical dimethyl
hydrazine.
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(d) Hydrogen peroxide of over 85
percent concentration.

{e) Nitroguanidine or picrite.

(f) Nitrocellulose with nitrogen
content of over 12.20 percent.

{g) Nitrogen tetroxide (nitrogen
dioxide, dinitrogen tetroxide).

(h) Other solid propellant
compositions, including but not limited
to, the following: »

(1) Single base (nitrocellulose).

(2) Double base (nitrocellulose,
nitroglycerin).

(3) Triple base (nitrocellulose,
nitroglycerin, nitroguanidine).

{4) Composite of nitroglycerin,
ammonium perchlorate, potassium
perchlorate, nitronium perchlorate,
guanidine (guanidinium) perchlorate,
nitrogen tetroxide, ammonium nitrite or
nitrocellulose with plastics, metal fuels,
or rubbers added; and compounds
composed only of fluorine and halogens,
oxygen, or nitrogen. '

(5) Special purpose high energy solid
military fuels with a chemical base.

{i) Other liquid propellant
compositions, including but not limited
to, the following:

(1) Monopropellants (hydrazine,
hydrazine nitrate, and water).

(2) Bipropellants (hydrazine, fuming
nitric acid HNQO ;).

(3) Special purpose chemical base
high energy liquid military fuels and
oxidizers.

§ 121.15 Vessels of war and special naval
equipment.

Vessels of war in Category VI include,
but are not limited, to, the following:

(a) Combatant vessels:

(1) Warships {including nuclear-
powered versions):

(i) Aircraft carriers (CV, CVN)

{ii) Battleships (BB)

(iii) Cruisers (CA, CG, CGN)

(iv) Destroyers (DD, DDG)

(v) Frigates (FF, FFG)

{iv) Submarines (SS, SSN, SSBN, SSG,
SSAG)

(2) Other Combatant Classifications:

(i) Patrol Combatants (PG, PHM)

(ii) Amphibious Helicopter/Landing
Craft Carriers (LHA, LPD, LPH)

(iii) Amphibious Landing Craft
Carriers (LKA, LPA, LSD, LST)
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(iv}) Amphibious Command Ships
(LCC)

(v) Mine Warfare Ships (MSO)

(b) Auxiliaries:

(1) Mobile Logistics Support:

(i) Under way Replenishment (AD,
AF, AFS, AOQ, AOE, AOR)

(ii) Material Support (AD, AR, AS)

{2) Support Ships:

(i) Fleet Support Ships (ARS, SSR,
ATA, ATF, ATS)

(ii) Other Auxiliaries (AG, AGDS,
AGF, AGM, AGOR, AGOS, AGS, AH,
AK, AKR, AOG, AOT, AP, APB, ARC.
ARL, AVM, AVT)

{c) Combatant Craft:

(1) Patrol Craft:

(i} Coastal Patrol Combatants (PB, :
PCF, PCH, PTF)

(ii) River, Roadstead Craft (ATC, PBR)

(2) Amphibious Warfare Craft:

(i) Landing Craft (AALC, LCAC, L.CM,
LCPL, LCPR, LCU. LWT, SLWT)

(ii) Special Warfare Craft (LSSC,
MSSC, SDV, SWCL, SWCM)

(3) Mine Warfare Craft:

(i) Mine Countermeasures Craft (M5B,
MSD, MSI, MSM, MSR)

(d) Support and Service Craft:

(1) Tugs (YTB, YTL, YTM)

(2) Tankers (YO, YOG, YW)

(3) Lighters (YC, YCF, YCV, YF, YFN,
YFNB, YFNX, YFR, YFRN, YFU, YG,
YGN, YOGN, YON, YOS, YSR, YWN])

(4) Floating Dry Docks (AFDB, AFDL,
AFDM, ARD, ARDM, YFD)

(5) Miscellaneous (APL, DSRV, DSV
IX, NR, YAG, YD, YDT, YFB, YFND,.
YEP, YFRT, YHLC, YM, YNG, YP, YPD,
YR, YRB, YRBN, YRDH, YRDM, YRR,
YRST, YSD)

(e) Coast Guard Patrol and Service
Vessels and Craft:

(1) Coast Guard Cutters (CGC, WH[_‘.C,
WMEC)

(2) Patrol Craft (WPB)

(3) Icebreakers (WAGB)

(4) Oceanography Vessels (WAGO)

(5) Special Vessels (WIX)

{8) Buoy Tenders (WLB, WLM, WL l
WLR, WLIC)

(7) Tugs (WYTM, WYTL)

(8) Light Ships (WLV])
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SECTION IV - SPECIAL PROVISIONS

A.  CONSTRAINTS ON ELIGIBILITY,

1. Terrorism. Unless the President finds that the national security
requires otherwise, he shall terminate all assistance, sales, credits and
guaranties to any government which aids or abets (by granting sanctuary from
prosecution) any individual or group which has committed an act of interna-
tional terrorism, [Sec. 620A, FAA, and Sec. 3(f), AECA]

2. Nationalization of U.S. Property. Assistance will be suspended for
countries which have nationalized, expropriated, or seized U.S. property, or
have imposed discriminatory taxes. Assistance is also to be suspended if a
country has initiated steps to repudiate or nullify existing agreements with
U.S. citizens or entitles without taking proper compensatory action,

3. Transfer. - The purchaser or grant recipient must agree not to
transfer fitle or possession of any defense article or related training or
other defense services to any other country without prior U.S. consent; the

N President must Teport to the Congress—before Such 66ﬁ§éﬁfh7§“§1ven‘ [Sec.
# n; [3(2)(2), AECA, and Sec. 505(a), , FAAT. [ =
m

4, Proper Use of Mater1e1. Sales and assistance may be made to coun-
tries only for purposes of 1nternal security, legitimate self-defense, civic
action, or regional or collective arrangements consistent with the United
Nat;ons (U.N.) Charter, or;requested by the U.N. (Sec. 4, AECA, and Sec. 502,
FAA). A

3"%

5. Communist-Controlled Countries. Assistance may be provided to
Communist countries only 1f the President exercises -his waiver authority under
section 614(a), FAA and concomitantly finds and reports to Congress that such
assistance is vital to the security of the United States and promotes the
independence of the recipient country from international communism. [Sec.
620(f), FAA].

6. Narcotics. Economic and military assistance and sales to a country
will be suspended if the President determines the government of that country
has failed to take adequate steps to prevent either the sale of illegal drugs
or other controlled substances to U.S. government personnel or their depen-
dents or the smuggling of such narcotics into the United States. [Sec.
481(h), FAA]. *

7. Violations. Any government using American. equipment and/or services
in substantial .violation of an applicable agreement entered into under U.S.
law with that government shall be made ineligible for future U.S. assistance
until such time when the President determines that such violations have ceased
and has been assured that they will not recur. [Sec. 505(d), FAA, and Sec.
3(c), AECA].

8. Police, Counterterrorism, and Military Intelligence Programs.
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a. The AR prohibits using funds authorized under the Act to
conduct any police training or related programs either in a foreign country,
or in the United States. All milijtary assistance, not just training, is
subject to this prohibition.

b. "Police" training in the context of the FAA prohibition in-
cludes military police as well as civilian police, af_ibe_nnlqianyhpol1ce
perform_on-going. civilian_Taw-enforcement functions. Neither the name given
to a unit nor the ministerial authority under which it operates is sufficient
to determine whether a particular unit is a "police unit." The determining
factor is the nature of the functions performed by the unit. Assistance 1in
foreign countries for any phase of civilian law enforcement (except maritime
law enforcement or international narcotics control) is prohibited.

c. The AECA’ does not prohibit police training or related programs.
However, prior—DSAA—approval-_shall he: obtained_before-offering_this—type
defense_article-or-service_through—_foreign military_sales-procedures.

d. If the DSAA authorizes foreign students to attend militar
police tra1n1ng, foreign government must certify that the students will not be
involved in any civilian law enforcement functions for at least two years
after receiving the training.

e. "Law enforcement" includes apprehension and control of politi-
cal offenders and opponents of the government in power (other than prisoners
of war), as well as persons suspected of common crimes.

f. The prohibitions discussed above do not apply to units that
have the sole function of that aspect of internal security which may involve
combat operations against insurgents or Tegitimate self-defense of national
terriEory against foreign invasion, whether or not the unit is called "po-
lice.

. If some personnel from a smaller unit within a larger unit that
is eligible for assistance are detailed to on-going civilian Taw enforcement
functions, then just the smaller unit will be prohibited from receiving grant
support under the Foreign Assistance Act. However, no grant funds may be used
in any program of internal intelligence or surveillance on behalf of any
foreign government either within the United States or abroad.

h. Antiterrorism and Counterterrorism training may be requested
through the Department of State (Attention: M/CT and PM/SAS) using United
States Embassy channels. The DSAA should be informed of any request for
antiterrorism or counterterrorism training.

i. Limited military intelligence training is available. The scope
of this type training shall be Timited to training that is directly related to
combat or operational intelligence or intelligence management of combat or
operational intelligence at the joint military staff level. In case of doubt
about whether or not a particular course or type of training falls into one of
these two categories, obtain a clarification from the DSAA.

Jj. Defense articles, defense services and training will not be
sold or leased to foreign organizations or personnel under the AECA unless
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they are part of the national defense establishment, under the direction and
control of the ministry responsible for defense matters.

k. Requests for training for foreign personnel (or units) that are
not part of the Defense Ministry must be directe% to the Department of State
and to the Agency of International Development through United States Embassy
channels. The DSAA and relevant Military Department should be informed of the
request,

1. Prior DSAA approval must be obtained for the sale or lease of
defense articles, defense''services, or training to foreign organizations or
personnel if they are engaged in on-going civilian police functions under the
direction and control of the ministry responsible for defense matters.

9, Incendiary Items and Riot Control Agents. The U.S. Government
generally discourages the purchase of 1incendiary items and riot control
agents, but recognizes that there are occasions when a country will have a
legitimate need for certain types of such items. The following is U.S.
Government policy regarding the sale of such items-

4 .
a. Napalm including napalm thickener, dispenser and fuses will not
be provided through Foreign Military Sales (FMS) or on a commercial basis.

b. ﬁgaﬁésts for white phosphorus mun]t1ons}shou1d be submitted in
accordance with the procedures establishied for Significant Military Equipment
(SME) (see Chapter 7, Section I of this manual). Requests should indicate, by
type of ammunition requested the quantity and intended use of the ammunition.
Requests should be accompanied by mission's opinions as to whether the amount
requested is reasonable in relation to the intended use, current on-hand
inventories, and predictable usage rates of such items; and requests must
contain assurance from the host government that the white phosphorus munitions
will be used only for purposes such as signalling and smoke screening. DSAA
will be responsible for coordinating approval of the request. Upon approval,
DSAA will advise the cognizant DoD component of the approval along with the
conditions for its use whioh will be made a part of the LOA.

c. Riot control agents may not be provided via FMS but certain
types are available on a ‘commercial basis. Such proposed commercial sales
require that an export license be obtained from the Department of State,
Office of Munitions Control.

B.  SHIP TRANSFERS.

1. Vessels 20 years old or more and no more than 3,000 tons (1light Toad
displacement) or less may be transferred after 30 cont1nuous days of the date
that the USN notifies Congress of its 1intent to make the transfer. Naval
vessels Tess than 20 years old or more than 3,000 tons may be transferred only
after enactment of specified legislation author1z1ng the transfer. These
criteria and Congressional overs1ght provisions are prescribed by 10 USC 7307.
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2. Regardless of the method of transfer (sale or lease) the foreign
government will normally pay all costs incidental to the transfer.

3. Leasing of ships must be in accordance with the AECA, Chapter 6,
unless otherwise expressly authorized by separate legislation and is reserved
for exceptions where a sale is not feasible.

4. Ship transfer and approval procedures:

a. The foreign government normally requests price and availability
(P&A), followed by a formal request for transfer expressed in diplomatic
notes. The latter is a prerequisite to Congressioral notification under the
AECA for a lease, and to submitting notification to the Congress or reauesting
authorizing 1eg1s1at1on under 10 USC 7307.

b. Ship transfers are coordinated by the Director, Security
Assistance Division (0P-63), Office of the CNO. DSAA coordinates all trans-
fers within 0SD and with the Department of State. The DSAA ensures compliance
with statutory notification and authorizing legislation requirements. The
Navy prescribes policies and procedures for ship transfers in OPNAV Instruc-
tion 4900.90 series.

c. The CNO submits each request for sale to the Director, DSAA,
via the Assistant Secretary of the Navy (Shipbuilding and Logistics). This
takes the form of either a draft Congressional notification letter or a draft
ship transfer bill, pursuant to 10 USC 7307. Each request will include a
statement of approva1 from the Secretary of the Navy or his designee. ’

d. Lease procedures are found in Chapter 12 of this Marua]
Leases entered into under the authority of specific legisiation (per 10 USC
7307) will be coordinated and staffed on  a case-by-case basis. Director,
DSAA, will coordinate all ship lease requests and advise the CNO of approval
or disapproval. If approved, the CNO may offer the ship to the reguesting
country concerned, when statutory notification or legislative authorization
requirements have been met.

C.  SECURITY NOTES RELATED TO MAN- PORTABLE AIR DEFENSE SYSTEMS (MANPADS)
SALES. ,

1. The following notes shou1d app]y to sales to NATO NATO Nations,
Japan, Australia, and New Zealand:

"Purchaser agrees to adhere to the following additional secu-
rity requirements associated with Man-Portable Air Defense Systems
(MANPADS). Modification of specified requirements to meet indige-
nous conditions may be approved by the Office of the Deputy Chief of
Staff for Personnel (DAPE-HRE), U.S. Army.

a. Physical Security: The (insert appropriate missile) will
be stored in magazines that are at least equivalent 1n strength to
U.S. Army requirements as specified in subparagraph 1 above. The
purchaser also agrees to comply with U.S. Army specified require-
ments for lighting, doors, locks, keys, fencing and surveillance and
guard systems. Specific requirements will be agreed upon and
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~installed prior to delivery of the missile system. U.S. Army repre- :
sentatives will be allowed to verify security measures and proce-
dures estab11shed for implementation of these reauirements.

: (1) Magazines: - Reinforced concrete, arch type,:rearth : k%
covered whose construction is at least equivalent in strength to the -
requirements of Chapter 5, Department of Defense Manual 6055.9 -

- STD, Ammunition and Explosive Safety Standards, July 1984, will be
- used for storage (standards of which will be provided to the
purchaser). _ / . :

(2) L1ght1ng L1qht1ng w111 be. prov1ded' for exterior L k%
doors and along perimeter barriers. Security lighting requirements
will conform to the ammunition and safety requirements of Appendix
C, U.S. Army Technical Manual 9-1300-206 (cfandards of which will be
prov1ded to the purchaser).

. (3) Doors, Locks, and Keys: Exterior doors will be class k%
five steel vauTt doors secured by two key operated high security

padlocks and a- high security shrouded hasp. Keys will be secured
separately to ensure effective two-man control of access (i.e., two .
authorized persons must be present to enter). Use of a master or

multiple key system.is prohibited

(4). Fenc1ng ; Fenc1ng w111 be six foot (m1n1mum)-stee1 N L
_cha1n 1ink with a one foot overhang mounted on steel or reinforced
concrete posts over firm base. Clear zones will be established 30
feet insice and 12 feet outside the per1meter fence (provided there
is adequate space). ! . ’

(5) Surveillance and Guard: A fu11 time gquard force or k%
combination guard force and intrusion detection system (IDS) will be
provided. When the IDS is not operational, 24 hour guard surveil-
lance is required. : .

(6) Access to Storage Facilities: Two authorized persons *k
will he required to be present during any activity which affords
access to storage facilities containing MANPADs. "Leck and key pro-
cedures will be developed to ensure that no single individual can
obtain unescorted or unobserved access to MANPADS storage facili-
ties. .

b. | Accountability: : k%

(1) A 100 percent physical inventory of weapons and grip- *%
stocks, when applicable, will he taken monthly by the purchaser. A
100 percent physical 1inventory by serial. number shall be taken
quarterly of weapons issued at the operational unit level. A 100
percent physical inventory by serial number shall be taken semian-
nually of weapons stored or retained at installation, depot, post,
or base level. A1l inventories must be conducted by two authorized
persons to ensure verification. Weapons expended during peacetime
will be accounted for by serial number.
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(2) The (insert appropriate foreign country Security

Assistance Organization) will be permitted to conduct a U.S. inspec-
tion and 1inventory by serial number annually. Inventory and
accountability records maintained by fhe purchaser will be made
available for review. _ P

c. Transportation: Movements of MANPADS will meet U,S. stan=
dards for safeguarding classified materiel in transit as specified
by the U.S. Government in DOD 5100.76-M, "Physical Secur1ty of Sen-
sitive Conventional Arms, Munitions, and Explosives" (standards of
which will be provided tc the purchaser), and paragraph H, below.

d. Access to Hardware and Classified Information:

(1) Access to hardware and related classified information
will be limited to military and civilian personnel of the purchasing
government (except for authorized U.S. personnel as specified here-
in) who have the proper security clearance and who have an estab-
lished need to know the information in order to perform their
duties. Information released will be limited to that necessary to
perform assigned functions/operational responsibility and, where
possible, will be oral/visual only,

(2) Maintenance which requires access to the interior of
the operational system, beyond that requ1red of the operator, will
be performed under- U.S. control.

e. Compromise, Loss, Theft, and Unauthorized Use: The pur-
chaser will report to the U.S5. Army by the most expeditious means
any instances of compromise, unauthorized use, loss or theft of any
MANPADS materiel or related information. This will be followed by
prompt dinvestigation and the results of the investigation will be
provided to the U.S. Army.

f. Third-Party Access: The recipient will agree that no
information on (insert appropriate missile) will be released to a
third-country government, person or other third-country entity
without U.S. approval. ‘

g. Damaged/Expended Materiels: Damaged systems, 1aunchérs,
and/or gripstocks will be returned to the U.S. Army for repair or
demilitarization.

h. Conditions of Shipment and Storage for STINGER and STINGER

Variants: The two principal components ot the (insert appropriate

missile) system, the gripstock and the missile in 1ts disposable
launch tube, will be stored in separate locations and will be
shipped in separate containers. The two storage locations will be
physically separated sufficiently so that a penetration of the
security at one site will not place the second at risk.

i. Conditions of Use: Assembly of the system will not be.

permitted for field exercises or deployments wherein the use of
(insert appropriate missile) system is simulated. In such .cases,
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inert training devices may be used. The recipient will use informa-
tion on (insert appropriate missile) only for the purpose for which
it was g1ven.

2. A1l sales of MANPADS to nat1ons other than those -identified in Paragraph
1 will include all of the Paraqraph ‘1 notes, but paragraph i., "Conditions of
Use," will be replaced with the revision-below:

i. Conditions of Use:

1.  The two principal components of the (insert appropriate
missile) system, the gripstock and missiie launch tube, may be
brought together and assembled under the following circumstances:
(Note: When the system is REDEYE, delete the previous text and
insert at 1. the following: 'REDEYE,may be depioyed:")

a. In the event of hostilities or'imminent hostilities.

b. For firing as part of regularly scheduled training;
however, only those rounds intended to be fired w111 ‘be withdrawn
from storage and assembled.

c. For lot testing; however, only rounds to be tested
will be withdrawn from storage and assembtled.

d. When systems are deployed as part of the point
defenses of high priority installations or activities (e.g., key
government buildings!, military headquarters, essential utilities,
air defense facilities). o ‘

2. The purchaser will advise the U.S. Security Assistance
‘Organization in advance of any assembly of the various missile and
gripstock for the STINGER and dits variants for training or lot
testing.

: 3., - The "U.S. Government will be notified of deployments
through the Security Assistance Organization,"

3. Section 506{(a) Transfers. The Department of State will ensure that
transTers of MANPADS under Section 506( ) include the security requirements as
contained in Section II above. - S

4, The fo]]owing procedures apply after a Letter of Offer and Acceptance
(LOA) ‘for the'purchase of -a Man-Portable Air Defense System (MANPADS) has been
accepted by -a foreign government and if MANPADS are prov1ded under the author-
1ty of Sect1on 506( ).

a. The U S. Army will provide a copy -of the LOA to the in-country
Security Assistance’ Organ1zat1on (SAO)

b. U.S. Army personnel will 1nspect the physica] security arrangements

prior to the delivery of the first: sh1pment of MANPADS to ensure that security
meets U,S.° requ1rements :

2-21,3 Change No. 9, 31 July 1987

%%
*%

k%

*%

%%

*%

*%k

k%

k%

k%




DoD-5105.38-M

c. The U.S. Army will potify the SAG when delivery of the missiles has
begun; serial numbers will be provided to the SAC for missiles recelvev by the
toreign goverrment,

d. The STINGER system ard all its variants shall be accouvted for by
verifying receipt of the gripstock and missile.

e. The SAOD will arrange with the purchasing government to verify by
serial number receipt in-country of the missiles. The first annual physical
inventory ‘should occur after the U.S. Army notifies the applicable SAC of
firal delivery of missiles under the LOA, Yearly requirements for U S.
inspection and inventory will beo1n from thet date.

f. Except for these that are deployed tc hostile areas, the SAb must
physicaliy inspect and inventory all MANFADS by serial rumber. This reauire-
ment cannot be satisfied by the foreion governmert, or through a review of
host nation, records of inspection, missile accountability, security or storage
records. '

g. The SAO must fat Teast once a year) rardomly review the recipiert
government's records of monthly, two-man ver1f1cat1on

h. A report of the SAC findings shell be sent t¢ DSAA-OPS anc U.S. Army
{USASAC), with an information copy to the applicable Unified Command.

" D.  SUSPENSIOMS AND CANCELLATIONS OF SECURITY ASSISTANCE.

1. If the Department of State determines that it is nrecessary tc
suspend foreign military sales (or trainirg or grant aid) to a particular
country, the Director, DSAA, will dissue instructions te the dpDPGDITQTP
MILDEP. The fcllowing prucedures normally will be .employed:

a. A1l deliveries of defense articles tc the embargced country
will be stopped immediately. No release of new LOAs wil: he made. Nec materi-
al will be released to the country's freight forwarder or to the coUntry
There should be no new contracting actions for an embargoed country; on- going
contracting actions should be suspended.

b. If foreign military sales or grant aid funded procurements have

been started, but corntracts have not been awarded, the appropr1at9 MILDEP
- should inform the DSAA of the details and ask for gu1dance.
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_ C. Norma]ly, contracts that have been awarded should continue.
However, ‘the DSAA should be informed when deliveries are ready to be made so
that the possible diversion of the mater1a1 to another country, or to a DoD
component, or to storage can be decided. The D1rector, DSAA, will idssue
appropriate instructions once the decision is made. '

d. Shipments of defense articles, where the materiel is under U.S.
Government control, will not be loaded at the ports of embarkation. Materiel
already enroute to the country will not be delivered; it will be retained
under U.S. Government control. Defense articles that fit these categories
should be stored by the appropriate DoD component us1no the most econom1ca1
storage until further DSAA instructions arrive.

‘e. Materiel ready for shipment from a contractor should be shipped
to an appropr1ate DoD facility for segregated storage until DSAA d1spos1f1on
instructions arrive. Arrangements for storage at the contractor s facility
may be made if that is the most economical storage.

f. Requisitions submitted against either a supply support arrange-
ment or a blanket order FMS case will be held by the receiver, Reguisitions
from an embargoed country will not be filled.

g. With regard to tra1n1ng funded through a foreign military sales
case or under IMET, students in training before the suspension date notifica-
tion may complete this course. Sequential training (proceeding to the next
scheduled course) is excluded unless specifically authorized by the Director,
DSAA. Students who have not started training by the suspension date will not
begin a course. Instructions on what to do with students from embargoed
rountr1es will be provided by the DSAA,

h. Within 10 days of a suspension not1f1cat1on, the appropriate
MILDEP will advise the DSAA of the impact of the suspension. This should
1nc1ude the identification of major items and significant secondary items that
are within the Defense Transportation System (DTS) and which are scheduled for
release to the embargoed country within 30 days, and those items that are on
order but which have not been shipped. As soon as poss1b1e and not later than
21 days after the suspension, DSAA should be advised of all other materiel
that is e1ther enroute, scheduled for shipment within 30 days, or on order but
unshipped.” The latter report should also identify the total unused dollar
value on blanket order and supply support arrangement (FMSO II) cases.

2. Suspension of delivery is not the same as FMS case cancellation or
contract termination action. The Department of State may extend a suspension
to become a cancellation in accordance with the AECA, Section 2(b) and Section
42(e). If State makes this decision, case cancellation and contract termina-
tion will be directed by the DSAA. Specific guidance about disposition of
items, funding, etc., will be provided after a case-by-case review.

3. The Department of State has responsibility for issuing instructions
with respect to revoking and refusing to issue export licenses and will deal
directly with foreign government representatives in cases where title has
passed to the purchaser but which may be in storage or in transit within the
United States.
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CHAPTER THREE

RESPONSIBILITIES AND RELATIONSHIPS

Section 1 - Responsibilities

A. GENER

1. Within the Executive Branch, the National Security Council, the Office of Management
and Budget, the Department of the Treasury and others all have responsibilities related to security
assistance. However, aside from the President, the principal legislated responsibilities fall to the
Secretary of State and to the Secretary of Defense.

a. The Secretary of State is responsible for continuous superv151on and general direc-
tion of the program. This includes determining whether there will be a program for a particular
country or activity and, if so, its size and scope. It also includes the determination of whether a
particular sale will be made and, if so, when.

b. The Secretary of Defense is responsible primarily for establishing military require-
ments and for implementing programs of defense articles, defense services, and military training.

2. The Congress authorizes and appropriates the funds for the U.S. Government financed

portions of security assistance. The Congress also has an oversight role with respect to the sale of
defense articles and services to foreign countries and international organizations.

B. THE DEPARTMENT OF DEFENSE (DOD).

- 1. The growing size, coniplexity, and importance of the security assistance program

requires that recommendations, decisions, and implementing actions be coordinated and tracked in
a timely manner to ensure coherent support of foreign and national security objectives. Several
departments, agencies, and offices are involved in the coordinations. (See Table 3-I-1.)

2. The Secretary of Defense has directed a DOD-wide emphasis on NATO Armaments
Cooperation to embody armaments cooperation, defense industrial cooperation, reciprocal MOU
implementation, and security assistance. It is essential that Armaments Cooperation activities be
coordinated and tracked in a timely manner. See Table 3-I-2 for channels of decision for
Armaments Cooperation. Table 3-1-3 lists Armaments Cooperation programs and the OSD office

“of responsibility.

3. Detailed functions relating to security assistance are found in the Foreign Assistance Act
(FAA), the Arms Export Control Act (AECA), and Executive Orders that give security assistance
authority and responsibility to the Secretary of Defense. There is additional detail in-applicable
DOD directives, instructions, terms of reference and in specific memoranda signed by high level
defense officials. In general, the major responsibilities of the principal DOD components are:

a. The Under Secretary of Defense for Policy (USDP) acts for the Secretary of
Defense and is his principal representative and spokesman on security assistance matters. He
works closely with the Director, DSAA, who provides staff support for security assistance mat-
ters. USDP is responsible for overall policy and relationships in regard to the NATO Alliance, and
individual nations therein and other alliances and security partners and to ensure that both U.S. and
allied technology receive the appropriate and necessary protection through management of
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technology security. USDP will prov1de coordmatlon with State for all bilateral/multilateral
agreements.

b. The Assistant Secretaries with regional responsibilities have an interest in security
assistance policy that directly affects their regions and work with the Director, DSAA, on regional
security assistance policy matters and budget development. With regard to Armaments Cooper-
. ation, Assistant Secretary of Defense (International Security Policy) (ASD (ISP)) has policy
coordination responsibility for Europe/NATO/Nuclear/Chemical programs. Assistant Secretary of
Defense (International Security Affairs) (ASD (ISA)) has policy coordination responsibility for
African/Asian/Inter-American and Near East programs.

c. The Under Secretary of Defense for Acquisition (USD(A)) is responsible to
promote coordination, cooperation, and mutual understanding of all matters related to assigned
activities, both inside and outside of the Department of Defense, including oversight and policy
formulation for international agreements on systems acquisition matters with North Atlantic Treaty
Organization (NATO) allies and other friendly nations in coordination with the USDP and, where
appropriate, the Assistant Secretary of Defense (Production and Logistics). Serves as National
Armaments Director (NAD) and interfaces with Allied NADs.

d. The Assistant Secretary of Defense (Production and Logistics) (ASD (P&L)) is
responsible for delivery and movement policy for security assistance materiel. ASD (P&L) is also
responsible for the oversight and policy formulation for international logistics and military con-
struction agreements and implementation of coproduction agreements with NATO allies and other
friendly nations in coordination with USDP. ASD (P&L) is also responsible for development of
policies, systems, plans and reviews directed at industrial base and resources, industrial
preparedness, production and manufacturing support, technical data management and the DOD
procurement focal point for armaments cooperation and international acquisition policy.

e.  The Assistant Secretary of Defense (Comptroller) (ASD(C)) establishes policy and
procedures involving financial management, fiscal matters, accounting, pricing, auditing, and
international balance of payments as these matters relate to security assistance. Within this office,
the Department of Defense Foreign Military Sales Financial Management Manual (DOD 7290.3-M)
is published.

f.  The Defense Security Assistance Agency (DSAA) is the principal organizational
element through which the Secretary of Defense carries out his responsibilities for security assis-
tance. It serves as the DOD focal point and clearinghouse for tracking arms transfers, budgetary,
legislative, and other security assistance matters through the analysis, coordination, decision, and
implementation processes. It keeps all concerned elements of the DOD informed about the status
of ongoing security assistance actions and raises issues through appropriate channels when
decision of higher authority is required. The agency also is responsible for the conduct of
international logistics and sales negotiations with foreign countries, and the maintenance of liaison
with the assistance to U.S. industry in the export of military equipment and services. All
authorities conferred on the Secretary of Defense by the FAA and the AECA, and all authorities
under those acts delegated by the President to the Secretary of Defense, are redelegated to the
Director, DSAA.

g. The Secretaries of the MILDEPs advise the Secretary of Defense on all security
assistance matters that have an impact on their departments. They act for the Secretary of Defense
on security assistance matters only when the responsibility has been specifically delegated. The
Secretaries also ensure that their departments are responsive to the Secretary of Defense (or to
those to whom an appropriate delegation of authority has been made).
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h. The military departments have security assistance as an integral part of their overall
defense mission. They procure and provide defense articles and services and provide training to
meet approved security assistance requirements. They also are responsible for providing informa-
tion necessary to ensure that proper security assistance planning can be accomplished, e.g.,
information related to production capacity that is associated with integrating MILDEPs and security
assistance procurement planning.

i.  The Joint Chiefs of Staff (JCS) correlate security assistance objectives with joint
military force planning. The JCS provide the Secretary of Defense with military advice on security
assistance. The OJCS and, as appropriate, the JCS shall provide a military perspective and advice
on proposed transfers of major defense equipment and technology and participate in national
disclosure policy considerations.

j-  The Unified Commands have security assistance and Armaments Cooperation
responsibilities, i.e., to correlate programs with regional plans, provide military advice, support
the security assistance organizations (SAOs), and contribute to the budget development process.

k. rity Assistan rganizations (SA

(1) The generic term SAO encompasses all DOD elements, regardless of actual
title, located in a foreign country with assigned responsibilities for carrying out security assistance
management functions under Section 515 of the FAA. This section of the law authorizes members
of the U.S. Armed Forces to be assigned in foreign countries to manage security assistance
programs administered by the DOD by performing one or more of the following functions:

(a) Equipment and services case management;
(b) Training management;
(c) Program monitoring;

(d) Evaluation and planning of the host government's military capabilities
and requirements;

(¢) Administrative support;

(f) Promoting rationalization, standardization, interoperability (RSI), and
other armaments cooperation measures among members of the North Atlantic Treaty Organization
(NATO) and with the Armed Forces of Japan, Australia, and New Zealand; and

(g) Liaison functions exclusive of advisory and training assistance.

(2) The purpose, under U.S. law, for establishing and assigning personnel to an
SAOQ is for in-country management of international security assistance programs conducted under

Chapter 2 and Chapter 5 of the FAA and under the AECA. The programs include grant military

assistance (including those grant programs provided under the authority of Peacekeeping Opera-
tions, Section 551, Chapter 6, FAA), International Military Education and Training, and Foreign
Military Sales. The SAQO is the in-country mechanism, as authorized under DOD Directive 5132.3,
under the direction and supervision of the Chief of the U.S. Diplomatic Mission, for ensuring that
DOD security assistance management responsibilities, prescribed by U.S. law and Executive
direction, are properly executed.

(3) The functions which should normally be performed by security assistance
personnel assigned to the SAO under the authority of Section 515 of the FAA are as follows:
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(@) Program Management and Oversight. These functions are described as
providing the in-country management oversight of all security assistance activities; to ensure they
are conducted in a proper and legal manner and to provide the interface for the exchange of infor-
mation and advice between the host nations' military establishment, the Chief of the U.S.
Diplomatic Mission, and DOD components responsible for the security assistance programs. This
includes promotion of rationalization, standardization, interoperability, and other.armaments
cooperation measures among members of the North Atlantic Treaty Organization and with the
Armed Forces of Japan, Australia, and New.Zealand in connection with security assistance
programs.

(b) Advisory and Training. Personnel assigned to SAOs may provide
advisory and training assistance to the host country military establishment; however, this assistance
must be kept to an absolute minimum and cannot impact on the ability of the SAO to fully perform
its security assistance management responsibilities.

(c) The Chief of the SAO, when designated the United States Defense
Representative (USDR), will comply with DOD Instruction 5105.47, U.S. Defense Repre-
sentatives in Foreign Countries, on all matters relating to USDR. In general terms, the Chief will
provide oversight and in-country supervision of personnel assigned to non-security assistance
functions in addition to his security assistance functions and will serve as a channel of
communications between non-security assistance personnel and the appropriate interested agencies,
the Unified Command, JCS, and DSAA, as well as facilitating interface with the host government
and the Chief of the U.S. Diplomatic Mission.

(4) Those functions which are more properly performed by other than secunty
assistance personnel assigned and funded under the authority of Section 515 of the FAA are
broken into the following categories:

(a) Advisory and Training. If direct advisory and training assistance is
required for a specific purpose (particularly such assistance related directly to an FMS case), it
must be provided by Technical Assistance Field Teams (TAFTs), Technical Assistance Teams
(TATs), Mobile Training Teams (MTTs), or similar teams authorized by the FAA or the AECA and
paid for by the host country through a case. , ,

(b) Armaments Cooperation. - Provide for the required in-country liaison,
administration, information exchange and other activities in applicable countries in support of the
Nunn initiatives, allied participation in the SDI, the implementation of bilateral defense industrial
cooperation memoranda of understanding, and other related armaments cooperation initiatives.
When personnel are required to be dedicated to Armaments Cooperation, such personnel will be

funded from other than security assistance sources. Personnel shall be under the supervision and
oversight of the SAO Chief.

(¢c) Collateral Duties. Assignment of collateral duties must have the approval
of the Chief of Mission. These collateral duties most often relate to functions performed on behalf
of U.S. forces under the direction of the CINC. If these duties are to be conducted on a permanent
basis, a review and classification prior to assignment to determine appropriate funding category
should be conducted and provided to the Unified Command and the Director, DSAA. These duties
may be performed by SAQ personnel if they do not detract from the SAO's ability to efficiently
perform the security assistance mission.

(5) Following are the general criteria for reviewing, requesting, and approving
SAO manning authorizations:
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(a) The functions of the SAO as a whole and of each of its members must be
related primarily to security assistance management. SAO manning must be justified based on the
security assistance duties to be performed. If it is a security assistance management requirement,
manning should be requested and funded through security assistance channels. If the requirement
involves training and advising, it should be funded by the country. If the requirement is non-
security assistance, manning requests should be justified and processed with the Unified
Command Special Activities Joint Manpower Program (JMP) and funded by other appropriation
(e.g., O&M, MPA, or R&D).

(b) When a major U.S. policy initiative with a country results in the need for
personnel to support exercises, prepositioning, ship visits, etc., it is fairly clear that these person-
nel should be provided under other appropriations. When these functions gradually accrue in the
SAOQ, it is more difficult to determine the threshold at which personnel should be shifted to other
appropriations or new personnel added. As a general rule, an individual should be on the security
assistance JMP if he spends 50 percent or more of his time performing security assistance func-
tions. Conversely, personnel spending 50 percent or more of their time performing non-security
assistance functions should be carried as, or transferred to, an alternatively funded position.

(c) Problems can arise when a number of individuals in an SAO each accrue
non-security assistance functions while performing mostly security assistance functions. During
manpower reviews and upon the occasion of a request for increased manning, these functions
should be sorted out, and if one man-year or more of the SAO's effort is devoted to O&M, MPA,
R&D, etc., functions, those functions should be combined into a single position, if possible, and
funded accordingly.

(d) Many security assistance functions can be satisfied either by personnel
who are permanently assigned to an SAO or by temporary personnel paid by the country on a case,
i.e., TAFTs, TATs, MTTs, etc. In this case, the degree of involvement, the extent of dedicated
effort required to perform the function will be the determinant. In general, temporary personnel
from outside the SAO should be used to accomplish security assistance functions if those functions
would detract from permanently assigned security assistance personnel performing their primary
management and oversight duties or if it involves dedicated training and advising functions
performed in the field or at least outside the local Ministry of Defense central office. Permanently
assigned security assistance personnel should not be dedicated to a single project when its primary
purpose is to assist the host government in a function in which the host government should be
ultimately self-sufficient. Dedicated planning, training, advising, and management of logistics
centers are a few examples of security assistance functions that should be paid for by the host
government.

(e) The determination of which positions, if any, will be added or changed to
another funding source will be based on Unified Command, JCS, and DSAA assessment of the
extent of the degradation of the security assistance mission performance by non-security assistance
duties. Any revised manpower costs as a result of such changes will be processed under the

regular procedures of the JCS and applicable directives and will be coordinated with appropriate
DOD offices.

(f) The SAO can provide normal administrative support for personnel
assigned in country to perform non-security assistance functions so long as such support does not
reach a level that would require additional administrative personnel. If the support for non-security
assistance personnel requires additional administrative personnel, O&M, MPA, R&D, etc., funded
billets should be provided.

(g) Positions that are approved by authority other than an SAO JMP to
perform non-security assistance functions under the oversight and supervision of the Chief of the
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SAO (or in his capacity as the U.S. Defense Representative) should be clearly 1dent1ﬁed as such on
the SAO JMP but not as an SAO personnel authorization.

- (6) A llstmg of appropriate SAO program management and oversight functions
follows at Table 3-1-4.

- (7) A listing of appropriate SAO Armaments Cooperation functions follows at
Table 3-1-5. ' ‘

(8) The SAO is responsible for safeguarding of U.S. classified information
located in foreign countries which is required for conduct of the security assistance mission.
Except for classified information that has been authorized for release to a foreign government or
international organization pursuant to DOD Directive 5230.11, and is under the security control of
that government or organization, the retention of U.S. classified materiel is authorized only if it is
necessary to satisfy U.S. Government requirements of the security assistance mission. This
includes classified materiel temporarily transferred into a foreign country via U.S. Government
personnel authorized to escort or handcarry such materiel. Whether permanently or temporarily
retained, classified materiels shall be stored under U.S. Government control as follows:

(a) -AtaU. S military installation, or a location where the United States
enJoys nghts of 1nv1olab111ty, such as an embassy or consulate.

(b) AtaU.S. Government activity located in a building used exclusively by

U.S. Govemment tenants, provided the building is under 24-hour control by U.S. Government -

personnel.

(c) AtaU.S. Government activity located in a building not used exclusively
by U.S. Government tenants nor under host government control, provided the classified materiel is
stored in security containers approved by the GSA and is placed under 24-hour control by U.S.
Govemment personnel.

(d) AtaU.S. Govemment activity 1ocated ina bu11d1ng not used exclusively
by U. S Government tenants but which is under host government control, provided the classified
materiel is stored in GSA-approved security containers which are further secured in a locked room
or area to which only U.S. Government personnel have access.

(€) When host government, including locally hired foreign national U.S.
Government employees, and U.S. Government personnel are co-located, U.S. classified materiel
that has not been authorized for release to the host government pursuant to DOD Directive 5230.11
shall, to-the extent possible, be segregated from releasable classified materiel to facilitate physical
control and prevent inadvertent compromise. However, U.S. classified materiel that is releasable
to-the host country need not be subject to the 24-hour U.S. control requirement provided the host
government exercises its own control measures over the pertment areas or containers durmg non-
duty hours: :

® Forelgn nationals shall be escorted while in areas where non-releasable
U.S. classified materiel is handled or stored: However, when required by operational necessity,
foreign nationals may be permitted, during duty hours, unescorted entry to such areas provided the
non-releasable information is properly stored or is under the direct personal supervision and
coritrol of cleared U.S. Government personnel who can prevent unauthonzed access.

(g) Foreign nationals employed by the U.S. Government in SAO offices or

in other U.S. installations may not have access to U.S. classified information unless specifically
authorized under a Limited Access Authorization (LAA) issued in accordance with Chapter III,

3-6 Change No. 9, 31 July 1987
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DOD 5200.2-R. As the LAA is issued under the condition that access is not inconsistent with
determination of releasability to the country of which the individual is a citizen, the requirements

for control of non-releasable U.S. classified information also apply to foreign nationals employed
by the U.S.

3-7 - Change No. 9, 31 July 1987



DOD 5105.38-M

TABLE 3-I-1 ' .
DECISION CHANNELS FOR SECURITY ASSISTANCE _ ‘

THE PRESIDENT
THE NSC
THE OMB

SECRETARY OF STATE

SECRETARY OFDEFENSE: [——————— -

UNDER SECRETARY OF DEFENSE

FOR POLICY
:
; | ASSISTANT
DIRECTOR, DSAA " | SECRETARIES
- I
SERVICES | _ JCS
i
|
I . '
:» CINCS
|
|
I
(I U.S. EMBASSY/SECURITY-
L -, ASSISTANCE ORGANIZATIONS
. (SAOs) IN COUNTRIES
LEGEND: Direction
_ - --- Coordination ‘
TABLE 3-1-1. Decision Channels for Security Assistance.
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. TABLE 3-I-2, Armaments Cooperation Decision Relationships for ODC/MAAGs.

TABLE 3-1-2

DOD 5105.38-M

ARMAMENTS COOPERATION DECISION RELATIONSHIPS FOR ODC/MAAGS |

ASSISTANT SECRETARIES

THE PRESIDENT
THE NSC
THE OMB
|
SECRETARY OF STATE
|
SECRETARY OF DEFENSE
ARMS COOPERATION :
WORKING GROUP
DEPUTY SECRETARY OF DEFENSE
r
UNDER SECRETARYOF | _ _| UNDER SECRETARY OF DEFENSE
DEFENSE FOR ACQUISITION FOR POLICY
| 1 I | Regional
‘ Policy
IPT | 1A | IL SDI DIRECTOR, DSAA
| O | 1 1 | 3
L |
SERVICES ICcs

! B

| )

I CINCS

|

i

I

| U.S. EMBASSY/SECURITY

" L. —] ASSISTANCE ORGANIZATIONS
(SAOs) IN COUNTRIES
T
1
]
SERVICES R&D OFFICES
IN COUNTRY
LEGEND: Direction
----  Coordination
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TABLE 3-1-3

. %
ARMAMENTS COOPERATION PROGRAMS .. ' = il ‘

IYPE OF PROGRAM

U.S. development and acquisition, mvolvmg the expenditure
of U.S. funds, or equivalent compensation, to acquire foreign
technical information or components.

Joint U.S./foreign development programs involving shared
efforts and expendlture of U.S. funds or equlvalent compen-
sation.

Foreign production of U.S. designed equipment (i.e., copro-
duction) under predominantly commercial arrangements with
shared product improvement potential involving U S funds
committed or anticipated.

Foreign production of U.S. designed equipment, under either
commercial or FMS arrangements, with no U.S. program or
commitments involved (but with flowback mcluded without
charge). : :

Foreign production of U.S. designed equipment (i.e., copro-
duction with anticipated or committed U.S. second source
utilization (foreign countries acquisition of U.S. data or
equlpment by means of either commercial or FMS arrange-
ment is secondary issue).

Foreign production of U.S. designed equipment (.e., cdpro- R

duction) where principal issue is acquisition of data or equip-
ment from U.S. sources, via FMS or commercial, without
U.S. commitment or funding for second source.

Sale of U.S. equipment or services in order to further the
foreign production of U. S. designed equipment with no U.S.
commitment or funding involved.

Cooperative logistics support anangements for alliance fielded
equipments. _

DOD 5105.38-M

RESPONSIBLE OFFICE

USD(A)
| USD(A)

USD(A)

DSAA

USD(A)

DSAA

DSAA

ASD (P&L)

~TABLE 3-I-3.. Armaments Cooperétion Programs. .
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TABLE 3-1-4
SAO SECURITY ASSISTANCE PROGRAM MANAGEMENT
. AND OVERSIGHT FUNCTIONS

Méi‘ntain"iliaison between DOD components, the appropriate elements of the U.S.
Diplomatic Mission, and the foreign defense organization in order to:

10.

.. - Enable the foreign government to acquire information needed to make decisions concerning

the acquisition, use, and required training involved in obtaining defense articles and services
from the United States through security assistance programs (keeping in mind that the host

. countries are to be encouraged to establish and depend, to the extent possible, upon their own

procurement missions in the United States).

-Obtain information needed to evaluate host military capability to employ and maintain equlp-
~ ment being requested and to assist, as required, in the processing of the foreign government's

security assistance proposals.

.. . Enable the United States to request the foreign government to take action in order to facilitate

the timely, efficient, and responsible 1mplementat10n of approved security assistance pro-
grams.

Assist U.S. Military Departments and their subordinate elements in arranging for the receipt,
transfer, and acceptance of security assistance materlel training, and other services for recipi-
ent countries.

. Monitor the progress of DOD security assistance programs and transactions, initiating appro-

priate remedial action or advising appropriate DOD components on problems and issues
encountered.

Perform required in-country programming, planning, management, and implementation func-
tions relating to FMS and International Military Education and Training programs.

Keep host country military officials informed on approprlate U.S. security assistance laws,
policies, and procedures.

Monitor FMS billing statements and payments and keep the appropriate host m111tary
informed, as necessary, on financial requirements and procedures.

Engage the host military, to the extent practicable, in cooperative planning for total military
acquisitions in an orderly fashion over a three- to five-year planning period.

Enable the United States to acquire information concerning potential future defense acquisi-
tions by the foreign government and anticipate demands on U.S. resources.

. TABLE 3-I-4. SAO Security Assistance Program Management and Oversnght

Functions.
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11.

12.
13.

14.
15.

16.
17.

DOD 5105.38-M

Observe and report on the utilization by the host country of defense articles, defense services,
and training of U.S. origin. This function should be carried out as a secondary duty. How
and to what extent such observation and reporting should and can be done will vary consider-
ably from country to country, and thus no standard procedures are prescribed. The process
for accumulation of information should use all available resources (e.g., country reporting or
documentation, TDY personnel assigned in country performing other.duties, other elements
of the U.S. Diplomatic Mission, and spot checks during the normal course of SAQO duties and
travel). Reporting should be done on an exception basis through established security assis-
tance channels. Records, as accumulated should be kept on file at the SAO.

Ass1st the host government in the identification, administration, and proper dlsposmon of
security assistance materiel that is in excess of current needs.

Provide input to the Chief of the U.S. Diplomatic Mission for preparation of the Annual Inte-
grated Assessment of Security Assistance and the Consolidated Data Report.

Coordinate and supervise the activities of all personnel, other than those assigned to the SAO

“under the authority of Section 515 of the FAA, who are in country under DOD sponsorship

(excluding DIA) or other security assistance authority.

When authorized, coordinate and facilitate the interface between U.S. defense industry repre-
sentatives and the host nation defense establishment, and provide oversight for in-country
RSI and DIC agreements and initiatives.

Manage the C-12 aircraft activities, when assigned to the SAO.

Perform SAO administrative functions to include preparing and admimstermgthe SAO budget
and continuously reviewing SAO organizational and manning requirements consistent with
U.S. law and DOD mannmg criteria.

TABLE 3-1-4. SAO Security Assistance Program Management and Oversight

Functions. (Continued)
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_ TABLE 3-1-5
SAO ARMAMENTS COOPERATION FUNCTIONS

1. In support of overall armaments eooperation activities:

a.

Liaison for Armaments Director to counterparts in host country Mlmstry, serv1ces and

industry for:

*  Representations,

*  Information exchange,

»  Coordination of contacts,
*

Advisor on in-country technical capablhties and military developments.

Adv1sor/haison for Armaments Director for cooperation in research, development pro-

[

~ duction and support of mihtary systems for:

Identification of possibilities and contacts,

Transmittal of proposals and liaison with contacts,

Point of contact for exchange of data, information, and questions on DOD and
NATO cooperative initiatives and programs,

Stimulation of host country participation in cooperative initiatives (e g., emerging
technologies, SDI, Nunn Amendment concerning cooperative projects),
Participation in negotiations for initiation and continuation of cooperative programs
and monitor ongoing programs,

Identification of problem areas and proposing solutions.

‘ 2. In support of specific armaments cooperation (AC) activities:

a.

Liaison for DOD planning and advisory activities intended to develop defense industrial
capabilities in those nations with whom we have a formal AC agreement:

o

Identification of host country defense industry needs and capabilities;
Point of contact for exchange of data,
Monitoring and assessment of projects under way.

3. Insupport of specific reciprocal defense procurement MOU/MOA implementation:

a.

Substantive and administrative participation and support for:

Bilateral MOU/MOA meetings,
Renegotiation of MOU/MOAs and negotiations of annexes to MOU/MOAs,
Seminars (government and industry) intended to explain acquisition practices.

Point of contact for MOD and foreign firms on DOD acquisition and logistics practices
and contacts for:

Explanation of DOD practices,
Identification of DOD contacts,
Interface with host country staff/organizations where implementing annex exists.

TABLE 3-1I-5. SAO Armaments Cooperation Functions.
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c. Point of contact for OSD and foreign governments to support initiatives to establish new
reciprocal procurement MOU/MOAs. :

Applicable to all of the above categories are other activities including:

a. Monitoring participating arrangements for protection of U.S. and allied technologies and
* military systems as necessary to ensure continued cooperative activities.

b. Coordinating host country cooperative activities such as hosting meetings with U.S.
theater force activities, U.S. Mission NATO activities, and representatives of CONUS
organizations located in host country involved with armaments cooperation/DIC.

c. Providing liaison and advisory support for the Services' activities in support of coopera-
tive programs. - _

-.d. Prov1dmg administrative support for visits in connection with above.

e. Serving as POC for U.S. defense industry visits.

TABLE 3-I-5. SAO Armaments Cooperation Functions. (Continued) .
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Section II - Relationships

A. CHANNELS OF COMMUNICATIONS.

1. Personnel assigned to SAOs serve under the direction and supervision of the Chief of the
United States Diplomatic Mission to the extent provided by law and in accordance with the Presi-
dent's letter to Chiefs of Missions (COM). Unified Command security assistance responsibilities
include the provision of necessary technical assistance and administrative support. The chief,

SAOQ, shall ensure that all activities and those of his organization and fully coordmated with the
COM.

: 2. The primary channel of communication is direct between the in-country SAO, the DSAA,
and the MILDEP security assistance elements as appropriate. Information copies of com-
munications of record are provided to the Unified Command for evaluation and comment as
specified by the Unified Commander.

3. The Services maintain overseas offices directly under their Commands which coordinate
acquisition activities, identify technological capabilities, stimulate participation in joint projects and
fund local basic research and studies. Recognizing the potential of these Service offices to the

SAOs, formal liaison arrangements will be established locally, with applicable unified command

cognizance, to maximize complementary activitiés.

B. DIRECTIVES AND RECORD MMUNICATI . Security assistance direétives
and record communications to the Unified Commands, SAOs, and MILDEPs that have military

k%

operational or policy implications require coordination with the OJCS. All JCS security assistance

directives and record communications to the Unified Commands (e.g., new fighter aircraft sales
policy recommendations), SAOs, and MILDEPs require coordination with the Director, DSAA. If
appropriate, the Director, DSAA will coordinate further within the Office of the Secretary of
Defense and the Executive Branch.
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CHAPTER FOUR

SECURITY ASSISTANCE PLANNING

SECTION I - GENERAL

A. PURPOSE AND SCOPE. The purpose of this chapter is to discuss the securi-
ty assistance planning process, i.e., where it fits into the national security
planning process and the importance it has in terms of dealing with foreign
countries. The process demands flexibility, but requires standardized inputs
from disparate sources. The process gg§ to incorporate the realities of
foreign policy, defense po]icy, and -preduc i constraints. For these
reasons, security assistance planning happens in many places and at many
levels. The challengeé faced by those involved ds—to—integrate__the_many

(planning—efforts and processes into a workable and useful set of procedures

and outcomes, :

B.  BASIC POLICIES.

1. Natijonal Security Objectives. Security assistance supports the
foreign policy and national security objectives of the United States. DoD
security assistance activities shall be in consonance with U.S. military
strategic plans and objectives and guided by the policy and planning guidance
issued by the Secretary of Defense, and by guidance and policies issued by the
Secretary of State. ’

2. Foreign Government Responsibility. The fundamental responsibility

of foreign governments to determine the nature of their own security interests

and paths of their own progress shall be recognized.

a. Security Assistance Organization (SAQ) Assistance. One of the
essential functions of the SAO 1s to assist in the "evaluation and planning of
the host government's military capabilities and requirements." (Section
515(a), FAA.)

b. Release of Guidelines and Data. Involvement of the foreign
government in security assistance planning and prograkming inevitably entails
the release to it of essential guidelines and data.

A (1) Unclassified Information. Unclassified information may be
released to the concerned country or international organization as appropri-
ate. Unclassified price data may be released to concerned countries and
international organizations subject to their understanding that prices are
provided for procurement planning and related purposes only, and that prices
quoted are estimates which are subject to modification.

(2) Classified Information. Classified information as to
tentative plans and programs may be released to concerned countries and
international organizations to the extent necessary for its effective par-
ticipation. However, classified dollar levels of tentative country or organi-
zation programs may be released only with the specific permission of DSAA with
the concurrence of the Department of State.
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. (3) Approval of Release of Information., Release of all
security assistance 1i1nformation to a foreign government or international

organ1zat1on will be made through,. or with the approval of, the Chief of the

S. Hiplomatic Mission.

3. Commitments. Discussions and communications between DoD and foreign
officials incidental to development of plans, programs, and related data will
be conducted in such a way as to insure mutual understanding that such ex-
changes do not constitute or imply any commitment on the part of the U.S. (DoD
Directive 2100,2).

4, Economic Capabilities. Secur1ty assistance plans and programs shall
take into consideration the economic capabilities of the foreign country
concerned and the support provided by third countries. Except for overriding
military considerations, the build up of military forces that the recipient
country ultimately cannot support shall be discouraged. In providing assis-
tance to less developed countries, emphasis shall be placed on the development
of their capabilities to organize, employ, and manage national resources
allocated to defense.

C. MATERIEL REQUIREMENTS SURVEYS,

1. General. DOD Components must assure that SAOs and f0re1gn purchas-
ers have the 1n?ormat1on needed for advance p]ann1ng. This 1is especially
important for those items or weapon systems where DOD's capability to meet
future purchaser requirements may be limited. DOD Components should assist
the planning efforts of eligible foreign purchasers by preparing Materiel
Requ1rements‘5urvey letters or messages which provide information on DOD's
“future capabilities to meet purchaser requirements and of any actions which
the prospect1ve purchaser must take in order to purchase the item. Such
correspondence is not a solicitation or promotion for sales but is intended to
assist foreign purchaser planning efforts on]y by identifying specific items
where DOD may potentially have difficulties in meeting future purchaser needs.
At a minimum, the correspondence must include rationale for issuing the
Materiel _Requirements Survey notification, the final date for receipt of a
country request for an LOA, and the final date for acceptance of the LOA,

2. Eligible Items. DOD Components may consider preparation of Materiel

Requirements Surveys for those items where there is an indication that DOD's
capability to meet future foreign requirements is limited. Some, but not all,

‘of the factors which may qualify an item for a Mater1e1 Requ1rements~5hrvey
are:

a. U.S. production\for the item is scheduled to end in the fore-
seeable future.

b. The U.S. is making a periodic buy of an item for which there is
known foreign demand.

c. A minimum procurement quantity is required for an item when
there is known foreign demand.

3. Eligible Countries., Materiel .Requirements Surveys will be dissem-
inated only to those countries that have previously indicated an interest in

4-2 Change No. 6, 1 March 1986
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acquisition of the item or weapon system. Such interest could include: prior
purchases, prior requests for P&A, P&R, or an LOA for which data has already
been released or approved for re]ease, and purchase of weapon systems which
utilize the item, i.e., ammunition capable of being used with the weapon
system. DOD Components will assure that countries addressed on such Materiel
Requirements Surveys are eligible to purchase the item or weapon system under
the U.S. National Disclosure Policy. Final eligibility determination will be
made by DSAA in coordination with the Department of State.

4. Coordination. Generally, Materiel Requirements Surveys will
initially be developed within the cognizant DOD .omponent. The cognizant
omponent is responsible for assuring that the message or letter is properly
coordinated before dispatch. Such coordination must include DSAA. The
required coordination with DSAA will be initiated through the Management
Division of the Operations Directorate which will be responsible for conduct-
ing the necessary staffing within 0SD and with the Department of State. Prior
to submitting proposed Materiel Requirements Surveys to DSAA, the cognizant
DOD Component will also assure that any required coordination with other
involved DOD Components is accomplished.

SECTION II - PLANNING DIMENSIONS

A.  PLANNING CONSIDERATIONS.

1. Objectives of Long-Range Planning. The objective of Tlong-range
planning 1n security assistance 1s regular, orderly program implementation.
The transfer of end-items is necessarily accompanied by planning of follow-on
support, logistics, and other elements of continuity. The reliability of the
U.S. on a Tong-term basis depends on this "total package approach."

2. Limitations to Planning. "Planning“—in—security-assistance—is—not
(POS 1bT’_Jn_xhe-same.way_the-DoD;p1ans_Jn_xhe_EXDE_anduprogram_budget:proceSSr
This 1is because the USG_does”not~"promote" sales (except in rare instances),
financing is obtained only on a year-to-year basis and is, in most instances,
not assured for the long term. Moreover, the USG-does_not_plan_for-countries;
countries—must—do—their—own plannlng_@nd_must_set_theJn_owuﬁpr1or1t1e§ The
level of planning capability varies from country to country; the-more-sophis-
t1cated”the‘plann1ng_ln-a_countrya.iiua_]ess Tikely—the~country—is—to-make—the’
U.S.—privy to_its—plans. Lastly, crises, conf11cts, and other events fre-
quently intervene to change directions in programs and overall financing
allocations, Within these 1limits, however, some estimates of needs and
priorities can be made, and every effort must be made to anticipate the shape

. of the future without expecting that it will result in a directive plan.

3. Planning is Required in Three Basic Areas: Budget, Procurement and
Political. - These are discussed befow 1n the context of three basic commun-
1ties.

a. The Security Assistance Budget.

- Need for defensible country programs
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- Need for continuity in levels
- Need to be responsive to crises and
new initiatives during the year

b. Procurement.

Need to avoid diversions/withdrawals from stocks
Need to integrate FMS with DoD purchases

Need to smooth production

Need to maintain production base

Need to control technology transfer

c. Planning with Countries.,

- Responding to defense needs
- U.S. as a reliable security partner
- Sustaining the relationship

4. Security Assistance Planning Communities. Three separate planning
tracks each has 1its own community of actors. The security assistance commu-
nities are jllustrated in Figure 4-II-1 below. Coordination among the three
groups can be tenuous, and it is not possible to describe an overall security
assistance "plan" which covers all three.

STATE DOD STATE | OMB STATE SERVICES
REGIONS REGIONS T + PM PM
COUNTRY BUDGET | PROCUREMENT
TRACK TRACK TRACK
DSAA SAOS DSAA DSAA OPS NDPC
0PS ' PLANS & PLANS

A Country Track

FEED-IN
CINCS | JCS
® SERVICES AS - ® REGIONS/SAOS
IMPLEMENTERS AS ADVOCATES

Figure 4-11-1. Security Assistance Communities.
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B. U.S. GOVERNMENT PLANNING APPROACH.

1. Planning Groups. Basically there are two groups who plan with
countries -- the "Washington Team" and the "Country Team - SA0." The Washing-
ton team may be either a consultative or a "survey" team -- dispatched for a
‘particular reason, for a particular type of planning, e.g., air defense. The
Washington team may also be the group that is associated with any form of the
Joint Military Commission (JMC) and have very senior as well as more junior
members. Whether or not a JMC is involved, the SAOs have both preparatory and
interim tasks that have to get done if the "Washington Team" visit is to be a
success.

2. Interrelated Nature of P]ann1ng A11 three tracks are interrelated.
Figure 4-11-2 Tays out the cross-cutting nature of the security assistance and
arms sales process.

FIGURE 4-11-2

COUNTRY Country needs
AFFAIRS equipment

Country needs
financing to
buy equipment

BUDGET
AFFAIRS

SAOs interface
State & ISA Regions

as advocates
Services implement " PROCUREMENT
AFFAIRS

Budget Finances

e Congress has Sales e Services have
money - equipment
e State puts up CONGRESSIONAL e State decides to
budget AFFAIRS sell it
e 0SD "weighs in" o SecDef makes it
' : available

: o NDPC and JCS clear
' . o 36(b) political
visibility

= Dominant Links

}
“Figure 4-11-2. Community Interrelationships.

NOTE: If financing is not required, the Executive Branch can arrange sales
: with Congressional notification. If financing is required, Congres-
sional approval of financing is necessary, and the process is longer

and more uncertain,
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3. Non-Linear Process. The entire security assistance community is
always engaged in the different stages associated with three fiscal years'
worth of planning, budgeting, legislating, etc. As explained above, there is
a constant interaction between the three planning tracks. It requires effort
to follow the entire process, and to fully understand what is happening at any
given time. For the sake of simplicity, a linear layout of the budget and
procurement process is presented below, in the case where financing is re-
quired. This illustration is useful -- as a time line -- but one must bear in
mind each of the separate planning track discussions.

FIGURE 4-11-3

INPUT PRESENTATION BILL
FROM SAPRWG e BUDGET IN OR
FIELD CONGRESS CRA -I
A
ALLOCATIONS SUPERVISION
TO b= REQUESTS REQUESTS femef IMPLEMENTATION jremas OF
COUNTRIES STAFFED END-ITEM

Figure 4-11-3. Budget and Sales Process.

4. Planning Instruments., Several planning tools already exist for use
by the three planning communities.

q_____j,_,liﬁhual Integrated Assessment for Security Assistance (A1ASA)!
The {single_most_important _p.lanning-instrument is the Annual Integrated Assess-
ment of Security Assistance which is prepared by the country team. The shape
and form of the AIASA reflect the information needs of both Washington and the’
unified commands in the decision-making communities. The AIASA also provides
certain information required as part of the federal budget development pro-
cess. If the annual AIASA submission is timely and complete it has a strong
impact. If the AIASA is late or incomplete, it has reduced effect. Subse-
quent to submission of the AIASAs and the completion of initial staffing by
the Departments of State, Defense, Treasury, etc., the Security Assistance
Program Review Working Group (SAPRWGY, meets to review the security assistance
programs for the budget year. After this staff effort, formal interagency
coordination takes place before State submits the budget to OMB. If State and
OMB disagree, resolution of issues may take place in the White House Budget
Review Board.

b. {Consolidated Data_Report ( CDR37 The CDR is a companion regggt
o_the AIASA Jand is submitted as an information update in abbreviated form.
The CDR primarily provides updates of the AIASA for the Congressional Presen-
tation Document (CPD).
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e €.  Security Assistance Defense Analysis Papers (SADAPs). _For
‘selected-_countries,” a Security Assistance Defense Analysis Paper 1s written
each year. These present an analysis of the threat, force structure trends
and other analysis elements that are useful in the planning process. The #*
SADAPs have a counterpart financial analysis done by the Treasury Department.
Both analyses are presented to the State Department, the OMB and the NSC
during the annual budget development process. The SADAPs present a unique
overview of defense programs with a particular country. '
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‘ CHAPTER FIVE

TECHNOLOGY TRANSFER, CLASSIFIED MILITARY INFORMATION ANR SECURITY *

SECTION I - TRANSFER OF TECHNOLOGY

A, PURPOSE. The purpose of this section is to provide spec1f1c instructions
and gu1a'hce for responding to requests for trarsfer of technology to an
approved foreign country or international craanization.

B. DEFINITIONS.
1. ~ Technology. The technical information and know-how that can be used >
to design, produce, manufacture, (utilize, or reconstruct gecods, including /

technical data and computer software, but rct the goods themselves.

2. Critical Technology. Technologies which ccnsist of (a) arrays of JﬁfJ
design and manufacturing know-how (including technical data); (b) keystone
manufacturing, inspection and test equipment; (c) keystone meterials; and avo*“
goods accompanied by <ophisticated operation, application, or ma1ntenance? %N”)l
know-how that could make a significant contribution to the military potential W““
of any country or combination of countries that may prove detrimental to the w \;ﬁp

‘ security of the United States (also referred to as M111tar11v Critical Tech- w/’

nology). w\o{g o
' 3. Goods. Any articles, materia]s,(supﬁ]ies;sor manufactured products, \fﬂdﬁ
including Tnspection and test equipment and excluding technical data.

4, Items of Intrinsic Military Utility. End items other than those
identified In the Military Critical lechnologies List (MCTL) whose transfer to
potentlal adversaries must be centrolled for the following reasons:

a. The end product ir questior cou]d s1gn1f1cant1y enhance the
recipient's military or war-making capability either by v1rtue of 1fs tech-
nology content or: because of the quant1ty to be sold, or

b. The product could be so analyzed as fc reveal U.S. system .
characteristics and thereby contribute to the deve1opmenf of countermeasures
to equ1va1ent U.S. equ1pment

5. Keysfone Equ1pment Includes manufacturing, inspection, or test
equipment and 1s the required equipment for the effective applicatiern of
‘technical information and know-how. Keystone materials have the same signifi-
cance of application, ‘

i 6. Know-How. ~Includes the know-how of both des1gn and marufacturing) . w@M;"

and ''is the know-how and related technical information that is needed to)"

achieve a cignificant development, production or utilization purpose. ' This
 know-how includes services, processes, procedures, spec1f1cat1onc design data

and criteria, and testing techn1ques.
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7. Munitions. Includes:
fb@j:::kﬁ”"? a. . Arms, ammunition and implements of var. .
b. Any property, installation, commodity, material, equipment,
upply, Orégﬁfﬁgused for the purposes of making military sales.

c. Any machinery, facility, tool, material, supply, or other 1tem
necessary for the manufacture, production, preocessing, repair, servicing,
storage, construction, transportatior, operaticn or use of any article listed
in this paragraph.

VOQ»

d.. Technical data related to State Department Munitions List
items. S ‘

8.. Services. Includes any service, test, inspectior, repair, Tra1n1nq,
publication, fechnical or other assistance, or deferse infocrmation used for
the purpese of furnishing militery assistarce, but does rot 1nc1ude military
education ara trd1n1nq activities.

S. Strategic Trade Cases, These are cases invcolving technology and

. goods. that are dual-use 1n nature; i.e., which could be used either for

=1eg1t1mate civilian purposes, or which could.be applied or diverted to 2id in
increasing:a nat1on 'S m111tary pofert1a1 :

10, Techn1ca1 Data:
: CTaSS1f1ed information re1a11ng to defense art1c1es dnd defense

services;
b. Informat1on covered by an inventior secrecy order;

M/ c. Informatior which is directly related to the design, engineer-
\OWL

ing, -development, preccuction, proccessing, marnufacture, use, operation, over-
N haul, repair, maintenance, médifjcation, or reconstruction ot defense arti-
A§ V* cles. This includes, for example, information in the form of blueprints,
‘drawings, photographs, plans, instructions, computer software and documenta-
\P tior. - This also includes information which advances the state of the art of
articles on-the Munitions List. This does nct include information concerning

qenera] sc1ent1f1c, mafhpnat1ca1 or engineering principles.

11 Techn1ca1 Assistance Agreement. An agreement for the performance of
defense services or the disclosure of technical data, as opposed to an agree-
mert granting a right or license to marufacture defense articles.

12, . Significant Military Equipment (SME), Defense articles ~on the
Munitions [1st that are marked with an asterisk  for which special -export
controls are warranted because of their capacify for substantial m111tary

utility: or: capab111ty. ' A

13. Pub11c Domain, -Public doma1n means information which is pr11shed
and wh1ch 1s generally accessible or available to the public:
2. through sales at newsstands and/or bookstores;
b. through subscriptions which are available w1fhout restriction to
any indiviaual who desires to obtain or purchase the published information;
- c. through second class meiling pr1v11eges aranted by the U.S.
government' or, - :
d. at libraries open to the public.
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C. POLICY.

1. [DoDD 2040.2} "International Transfers of Technology, Goods, Services
and Munitions," establishes the following policy:

r'—~————‘-——~———_.7
a.__Treat defense related techro]ogy as a valuable, limited nation-
al_security resource, to be hushanded and invested prudently in pursu1t of
national security objectives.

b. Restrict the export of technology, gcods, services, and muni-
tions which could make a contribution to the military potential of any other
country or combination of countries which could prove detrimental to our
national security interests.

c. Manage transfers of technology, goods, services, and munitions
consistent with United States foreign policy and national security objectives.

d. Limit the transfer to any country or international organization
of advanced design and manufacturing know-how regarding technology, goods,
services, and munitions subject to control under the AECA to those transfers
which support specific national security objectives.

e. Support the Naticnal Disclosure Policy objectives in those
cases where a proposed transfer involves the release of classified military
information.

2. Implementation. These policies will be implemented through the
strateg1c trade Ticensing, munitions 11cens1ng)and the foreign military sales
processes.

3. Procedures. For munitions licensing and foreign military sales
cases, applicabTe MILDEPs will:

a. Give—favorable=—consideration to transfers of services and
munitions to allijed and friendly courtries which are intended to=aehieve
specific-U.S—national_defense-objectives.

‘ b. Ensure that transfers of munitions and services involving
technology receive special—scrutiny, taking into account the importance of

arms cooperation with NATO and other close friends and allies, potential third

party transfers, and the protection of military capabilities and technology.

4. TRelease of—Technical Data, ~[See Chapter Fourteen,-Section 11.] ]

SECTION II - DISCLOSURE OF CLASSIFIED MILITARY INFORMATION TO FOREIGN
GOVERNMENTS AND INTERNATIONAL ORGANIZATIONS

A. PURPOSE. The purpose of th1s section is to describe the poiicy and
procedures tc be followed in the "authorization for the disclosure of clas-
sified military information to foreign governments and international organiza-
tions in support of security assistance programs.
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B. POLICY. DoD Directive 5230.11]prescribes that:

1. A1l classified military information will be treated as a national
security asset which must be conserved and protected and which may be Shared/
w1th foreign entities only when there is a Clearly defined advantaf:::7

2. Disclosures and denials of such Jdnformation to foreign governments

and _international organizations willbe" -made only when “authorized by those?

off1c1als specifically—granted disclosure or_denial_authority in~ writingy
after determining that all of the requirements of the National Policy and
Procedures for the Disclosure of Classified Military Information to Foreign
Governments and International Organizations (NDP-1) have been met.

3. D;E;;}ons to d??&?&éé‘Sf den& classified military 1nformat1on will

be basedmon_a#commonﬂstandand_lDoD Instruction 5230. 17)]w1th1n the DoD. Such
decisions will be expedited.

4. To ensure consistency of disclosure decisions, the DoD component
having responsibility for taking the action outlined in paragraph 3., above,
shall notify other DoD components of significant negotiations and disclosure
decisions concerning subject matter in which they have a direct or related
interest.

C. DISCLOSURE AUTHORITIES. Under the terms of NDP-1, the Natijonal Disclo-
sure PoTicy Committee [NDPC) has been designated as the central authority for
the formulation, promulgation, administration, and monitoring of the national
disclosure policy. The Secretary of Defense or the Deputy Secretary of
Defense, personally, and the NDPC are authorized to grant exceptions to estab-
lished naticnal disclosure policies. Pursuant to DoDD 5230.117, the Secretary
of Defense has delegated disclosure authority to the Secretaries of the
MILDEPs and other DoD officials whose decisions must be in compliance with
NDP-1.

D. RESPONSIBILITIES. The Deputy Under Secretary of Defense (Policy) has
been designated by the Secretary of Defense to assume DoD responsibility for
the oversight and effective implementation of the national disclosure policy
and operation of the NDPC under the provisions of NDP-1.

E. DISCLOSURE DECISIONS.

1. A1l requests for the disclosure of classified information pertaining
to or contained in defense articles and defense services will be evaluated on
a case-by-case basis in accordance with DOD Directive 5230.11 and appropriate
U.S. military department regulations. A disclosure determination will be
provided to the appropriate implementing agency for guidance in implementing
approved transfers of classified information.

2. To record disclosure decisions, the Foreign Disclosure and Technical
Information System (FORDTIS) has_been_established as ‘a_central repository for
such decisions. ‘Four types_of information_are.recorded in FORDTIS

a. A1l decisions made by disclosure officials regarding release of
classified documentary information or materiel. These are normally made with-
in the guidelines of the national disclosure policy.

*%
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b. A1l decisions on requests for exceptions to policy.
c. A1l disclosures involving top secret informatior.
d. A1l DoD decisions on munitiors license applications,

3. This information is used on a routine basis to previde a background
of previcus, similar cases by weapon or country. It is also used teo make
damage assessments if a sudden change occurs in a foreign government which
br1ro< into question its capcbility to protect U.S. classified irformationr.

4, FORDTIS provides an interactive, real-time terminal at each-disclo-
sure office. This system includes decisions on foreicr military sales,
munitions cases and commerce 1icenses.

5. A1l MILDEPs will fo]]ow the instructions in DoDI 5230,18 in report~
ing disclosure decisions.

F.  FALSE IMPRESSIONS. It is the policy of the U.S. to avoid creating false
impressions of 1ts readiness tc make available classified military materiel,
technology, or information. Lack of strict adherence to this peclicy may
create problems, Much military hardware is unclassified. However, this same
unclassified hardware, if sold, may require the release of sensitive classi-
fied informaticn for its operation or maintenance, or for the foreign. recipi-
ent to receive training on it. Therefore, the disclosure decision must be
made based on the classification level of all information which may be re-
quired for release if the system were to be acquired. If the proposed foreign
recipient is not authcrized to receive the hichest level of classified infor-
mation required, no information, not even unclassified may be released-or dis-

cussed until the required_authority is_obtained.__This means that.there can be

no weapon spec1f1c information, and no release of price or availability data}

ynt11 authority is obtained to release the highest level of classified infor
mation ultimately required for disclosure.

G. CONTROL OF FOREIGN REPRESENTATIVES. Dol Instruction 5230.20, -entitled
"Policy and Procedures fer the Contro! of Foreigr Representatives," sets forth
stardard procecdures concerning requests for visits, accreditations and attend-
ance at classified meetings by foreign representatives. Accreditation, as
used in DoDI 523C.20, pertairs only to foreign representatives, military or
civilian, to include U.S. citizens, who are officially emploved by a particu-
lar forecign government. As implemented by the MILDEPs and the Defense.Intel-
ligence Agency (DIA), "accreditations" are extended only to the foreign
government-spensored officials who have a frequent need for cerntacts with CoD
departments and agencies, such as liaiscr officers and procurement officials.

Normally, those individuals are assigned tc the foreign embassy or.mission in
the United States. Those foreign officials who do not have a frequent need,
such as foreign government officials stationed outside the United States and
foreign industry representatives, must apply for either a one-time visit
authcrization or an extended visit authorization. '

H.  INDUSTRIAL SECURITY, The security of the U.S depends in part upon the
proper sateguarding of classified information released to industry. The
objective of the Industrial Security Program is tc assure the safequarding of
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classified information in the hard of U.S. industrial orcerizations, ecduca-
tional institutions, ana all organizations and facilities_used_by prime and

subcontractors, The "Industr1aT—Secur1ty Regulation (ISR),™ DQD_EZZO_ZQJX]

sets forth policies, practicés, —and procedures of the Industrial Security
Program used internally by the DoD to insure maximum uniformity and effective-
ness in its application throughout industry. The Industrial Security Manual
f1SM), DoD 5220.22-M, a3 companion document to the ISR, is a DoD publication
which contains detailed security requirements to be followed by U.S. con-
tractors for safeguarding classified information. The ISM is made applicable
to industry by management's execution of the Department of Defense Security
Agreement (DD Form 441), and by direct reference in the "N1\1fary Security
Requirements" clause in the contract,

I. DEFENSE INDUSTRIAL SECURITY CLEARANCE OFFICE (DISCQ). The Defense
Industrial Security Program (LISP) establishes procedures for safegquarding
clessified defense information which is entrusted to contractors. Included in
these procedures is a system for determining the eligibility of industrial
personnel for access to classified defense information. This function is
performec¢ centrally by DISCO.

J.  USER AGENCY CONTRACTS REQUIRING OQVERSEAS DELTIVERIES, When a U.S. Govern-
ment agency (User Agency) places a contract with a cleared U.S. contractor
which calls for delivery of classified informatior or materiels to a foreign
government (principally FMS contracts), the respersibility for delivery rests
with the User AgenCJ ‘

" K.  TRANSMISSION OF [CUASSTFIEDI MATERIEL TO FOREIGN GOVERNVENTS Transmission
of classitied materiel to fore1gn governments, either to addresses located in
the U.S. or outside the U,S., fust_be on a government-to-government}basis and
in accordance with Chapter VIIT of DOD 5200.1-R, "Informatior Security Program
Regulation." After a determiration by des1gnated officials pursuant to DOD
Directive 5230,11 that classified information or materiel may be released tc a
foreign government, the materiel shall be transferred between authorized
representatives of each government. To assure compliance, each contract,
agreement, Letter of Offer and Acceptance (LOA), or other arrangement that
invelves the release of classified materiel to foreign entities shall either
contain transmission instructions or require that a separate transportation
plan be approved by the appropriate DOD security and transportation officials
pricr to release of the materiel. (See DOD TS-5105,21-M-3 for guidance
recarding SCI and DOD C5105.21-M-1 for COMSEC and Controlled Cryptographic
Ttems (CCI)). " o

1. Classified mater1e1 to be released directly to a foreign government
representat1ve shall be delivered or transmitted only to a person who has been
designated’ in writing by the recipient government as its cfficer, agent, or
employee (hereafter referred to as the designated representative). Foreign
governments may designate a freight forwarder as their agent., This written
designation shall contain assurances that such person has a security clearance
at the appropriate level and that the person will assume full security
resporsibility for the materiel on behalf of the foreign government. The
recipient will be required to execute a receipt for the materiel, regardless
of the level of classification.
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2. Classified materiel that dis suitable for transfer by courier or
postal service, and which cannot be transferred directly to a foreign govern-
ment's designated representative as specified in paragraph 1., above, shall be
transmitted by the Armed Forces Courier Service (ARFCOS), (may become the
Defense Courier Service), authorized DOD component courier service, Department
of State courier system, or U.S. registered mail as prescribed by DOD 5200.1-R
for the designated classification level to:

a. An embassy, consulate, or other official agency of the recipi-
ent government having rights of inviclability in the United States cor to

b. A U.S. embassy or a U.S. military crganization in the recipient
country or in a third-party country, if applicable, for delivery to a desig-
nated representative of the intended recipient government. In either case.
the assurance in paragraph 1., above, and a receipt, must be obtained.

3. The shipment of classified meteriel as freight via truck, rail,
aircraft, or ship shall be in compliance with the following:

a. Shipments Resulting from Foreign Military Sales (FMS). DOD
compeonents authorized to approve an FMS transaction that involves the delivery
of U.S. classified materiel to a foreigr purchaser shall, at the outset of
negotiation or consideration of proposal, consult the DOD comperent transpor-
tation authorities (Military Traffic Management Command, Military Sealift
Command, Military Airlift Command, or other, as appropriate) to determine
whether secure shipment from the CONUS point of origin to the ultimate foreign
destination is feasible. Normally, the United States Government will use the
Defense Transportation System (DTS) to deliver classified material to the
recipient government. If, in the course of FMS case processing, the foreign
purchaser proposes to take delivery and custody of the classified materiel in
the United States and use its own facilities ‘and transportation for onward
shipment to its territory, the foreigr purchaser or its designated represen-
tative shall be required to submit a transportation plan. This plan, as a
minimum, shall specify the storage facilities, delivery and transfer points,
carriers, couriers or escorts, and methods of handling to be used from the
CONUS point of origin to the final destination and return shipment when
applicable. (See Figure 5-1V-4,) The DOD component that initiates the FMS
transaction shall designate the security officials who are authorized to
evaluate the transportation plan to determine whether the plan adequately
ensures protection of the highest level of classified materiel involved.
Unless the DOD component initiating the FMS trarsaction approves the trans-
portation plan as submitted, or it is modified to meet U.S:. security stan-
dards, shipment by other than DTS shall not be permitted. Transmission
instructions or the requirement for an approved transportation plan shall be
incorparated into the security requirements of the United States Department of
Defense Letter of Offer and Acceptance (LOA, DD Form 1513).

b. Shipments Resulting from Direct Commercial Sales. Classified
shipments resulting from direct commercial sales must comply with the same
security standards that apply to FMS shipments. Defense contractors, there-
fore, will consult, as appropriate, with the purchasing government, the DIS
Regional Security Office, and the cognizant DOD component prior to consum-
mation of a commerical contract that will result in the shipment of classified
material to obtain approval of the transportation plan.
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c. Delivery within the United States, Its Territories, or Posses-

sions. Delivery of classified materiel to a foreign government at a point
within the United States, its territories, or its possessions, shall be made
only to a person identified in writing by the recipient government as its
designated representative as specified above. The only authorized delivery
points are:

A (1) An embassy, consulate, other official agency, or desig-
nated representative such as the freight forwarder under the control of the
recipient government.

(2) Point of Origin. When a designated representative of the
- recipient government accepts delivery of classified U.S. materiel at the point
of origin (for example, a manufacturing facility or depot), the DOD official
who transfers custody shall obtain a receipt for the classified materiel and
assure that the recipient is cognizant of secure means of onward movement of
the classified materiel to its final destination, consistent with the approved
transportation plan.

(3) Military or commercial ports of embarkation (POE) that are
recognized points of departure from the United States, its territories, or
possessions, for onloading aboard a ship, aircraft, or other carrier author-
jzed under subparagraph e, below. In these cases, the transportation plan
shall provide for U.S.-controlled secure shipment to the CONUS transshipment
© point and the identification of a secure storage facility, government or
commercial, at or in proximity to the POE. A DOD official authorized to
transfer custody is to supervise or observe the onloading of FMS materiel
being transported via the DTS and other onloading wherein physical and secu-
rity custody of the materiel has yet to be transferred formally to the foreign
recipient. In the event that transfer of physical and security custody cannot
be accomplished promptly, the DOD official shall ensure that the classified
materiel is either returned to a secure storage facility of the U.S. shipper
(government or contractor); or segregated and placed under constant surveil-
lance of a duly cleared U.S. security force at the POE; or held in the secure
storage facility (government or commercial) designated in the transportation
plan.

(4) Freight forwarder facility that is identified by the
recipient government as its designated representative and that is cleared in
accordance with subparagraph f, below, to the level of the classified materiel
to be received. In these cases, a person identified as a designated represen-
tative must be present to accept delivery of the classified materiel and
receipt for it, to include full acceptance of security responsibility.

d. Delivery Outside the United States, Its Territories, or Posses-

sions.

(1) Delivery within the recipient country. Classified U.S.
materiel to be delivered to a foreign government within the recipient country
shall be delivered on arrival in the recipient country to a U.S. Government
representative who shall arrange for its transfer to the designated represen-
tative of the recipient government. If the shipment 1is escorted by a U.S.
Government official authorized to accomplish the transfer of custody, the
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materiel may be delivered directly to the recipient government's des1qnated
representative upon arrival.

(2) Delivery within a Third Country. Classified materiel to
be delivered to a foreign government representative within a third country
shall be delivered to an agency or installation of the United States, or of
the recipient government, the premises of which are inviolable or otherwise
are exempt from the jurisdiction of the third country. Unless the materiel is

‘accompanied by a U.S. Government official authorized to accomplish the trans-

fer of custody, a U.S. Government official shall be designated locally to
receive the shipment upon arrival and be vested with authority to effect
delivery to the intended recipient government's designated representative.

e. Overseas Carriers. Overseas shipments of U.S. classified
materiel shall be made only via ships, aircraft, or other carriers that are:
owned or chartered by the U.S. Government or under U.S. registry; owned or
chartered by or under the registry of the recipient government; or otherwise
expressly authorized by the head of the DOD component having classification
Jjurisdiction over the materiel involved. Overseas shipments of classified
materiel shall be escorted, prepared for shipment, packaged, and stored
onboard as prescribed by DOD 5220.22-R and DOD 5220.,22-M.

f. Freight Forwarders. Only freight forwarders that have been
granted an appropriate security clearance by the Department of Defense or the
recipient government are eligible to receive, process, and store U.S. classi-
fied materiel authorized for release to foreign governments. However, a
freight forwarder that does not have access to or custody of the class1f1ed
materiel need not be cleared. :

L. U.S. CONTRACT TO FOREIGN FIRMS. A user agency may initiate action to
award or permit one of 1ts contractors to award a classified contract to a
foreign contractor provided the classified information involved has been
approved for release (or is determined to be releasable) to the government of
that country under the National Disclosure Policy. In addition, the foreign
government concerned must have entered into a security agreement or other

"security arrangement with the U.S. under which it agrees to protect U.S.

classified information released to it. User agency responsibilities are
contained in DoD Regulation 5220.22-R. :
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SECTION III - SECURITY CLASSIFICATION AND RELEASE OF INFORMATION

A. PURPOSE. The only basis for classifying selected security assistance
information is to protect the national security, that is, the national defense
and foreign relations of the U.S. This section contains specific criteria,
based on Executive Order 12356 (Natioral Security Information), and that
provided by the Department of State, for classification ard release of securi-
ty assistance information for the purpose of protecting the conduct of U.S.
foreign policy. Security assistance information will be  classified for
national security purposes in accordance with the criteria of this section and

[This space left blank intentionally.]
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of DoD 5200.1-R, Information Security Program Regulation, and corresponding
MILDEP regulations. The Department of State, the Assistant Secretary of
Defense for International Security Affairs (ASD/ISA), the Assistant Secretary
of Defense for International Security Policy (ASD/ISP), and the Director,
Defense Security Assistance Agency (DSAA) may issue special instructions which
modify or supplement this section in particular situations.

B.  SECURITY CLASSIFICATION GUIDELINES.

1. General Guidelines.

a. Basis for Classification. All security assistance information
not specifically designated as classified under paragraph 2., below is unclas-
sified unless the Department of State, ASD/ISA, ASD/ISP, or the Director, DSAA
directs classification in a particular situation, or unless the national
security classification criteria of DoD 5200.1-R and corresponding MILDEP
regulations warrant classification for national defense purposes.

b. Levels of Classification. A1l security assistance information
designated as cTassified under paragraph 2., below is CONFIDENTIAL unless the
Department of State, ASD/ISA, ASD/ISP, or the Director, DSAA directs a higher
level of classification in a particular instance, or unless the naticnal
security classification criteria of DoD 5200.1-R and corresponding MILDEP
regulations warrant a higher level of classification for national defense
purposes.

c. Declassification. A1l classified security assistance informa-
tion will be decTassified in accordance with the guidelines in paragraph 2.,
below unless a longer period of classification is either directed in a partic-
ular situation by the Department of State, ASD/ISA, ASD/ISP, or the Director,
DSAA or is warranted by the national security classification criteria of DoD
5200.1-R and corresponding MILDEP regulations for national defense purposes.

2. Specific Guidelines.

a. Military Assistance Program (MAP) and International Military
Education and Training Program (IMETP). The doTlar levels and content of a
program for the budget or a subsequent fiscal year are considered "FOR OFFI-
CIAL USE ONLY" (FOUO) for each individual country and international organi-
zation. The budget year program nc longer need be marked FOUO after delivery
of the Congressional Presentation Document to the Congress.

b. Foreign Military Sales (FMS).

(1) The primary factors considered by the Department of State,
ASD/ISA, ASD/ISP, and the Director, DSAA in requiring classification of FMS
information under paragraphs (2) and (3), below are: the extent to which
disclosure of the information would reveal the purchaser's order of battle,
taking into consideration the nature and quantity of defense articles being
sold and the degree to which the purchaser relies on the United States as a
source of military supply; and, the extent to which disclosure of the informa-
tion could be expected to stimulate demands by third countries upon the United
States or upon other supplying nations for defense articles, thus encouraging
global or regional instability or fostering an arms race. Classification of
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FMS information under paragraphs (2) and (3), below in the interest of U.S.
foreign relations, is to prevent unauthorized disclosure:.of the fact that a .

specific defense article (e.g., F-16 aircraft) is or may be sold to a particu-
lar foreign government.

(2) Planning and Review (P&R) Data; Price and Availability
(P&A) Data; and Letters of Request (LOR)J. P&R and P&A data are classified
where these data (7] identify a requesting foreign government and specific
items of major defense equipment (MDE) (e.g., M-60 tanks) in which that
government has_expressed an interest, and (2) qualify for reporting under the
AECA, Sect1on 36(b)J or (3) classification is authorized under paragraph
B.].a “above. Unless ctherwise authorized by paragraph B.l.a., above, such
c]ass1f1eo data may be declassified when Congressional notification is com-
pleted or a subsequent Letter of Offer for these items is unclassified. 1In
accordance with paragraph 11-100 of DoD 520C.1-R, DoD elements will respect
the security classification of documents originated by foreign governments,
including LORs. LOAs, however, will not be classified unless authorized under
paragraph B.l.a., above or paragraph (3), below.

(3) Letters of Offer. Letters of Offer (LCAs) will be unclas-
sified unless:

(a) Classification is directed by any of the organiza-
tional elements listed in paragraph B.l.a., above, or

(b) The foreign purchaser requests classification of the
sale and any of the organizational elements in paragraph B.l.a., above ap-
proves the classification.

(4) Declassification. Classified information in an LOA and
related documents will be declassified when the originating agency sc deter-
mines. The LOA and related documents will be marked:

“"CLASSIFIED BY SAMM (DOD 5105.38-M),
DECLASSIFY ON OADR"

[NOTE: Originating Agency's Determination Required. ]

(5) FMS implementation records, such as case directives, pro-
duction or repair schedules, international logistics supply delivery plans,
requisitions, shipping documents, bills of lading, work orders, contract docu-
ments, billing and accounting documents, work sheets, and related feeder in-

formation are unclassified.

(6) Projections of dollar levels or content of FMS agreements,
and of dollar levels of FMS credit extensions for the budget year or a subse-
quent fiscal year are classified for each individual country and international
organization. Such projections will be declassified upon delivery to the
Congress of the Congressional Presentation Document for the fiscal year to
which the projections apply. Such projections will be marked:

wCLASSIFIED BY SAMM (DOD 5105.38-M), DECLASSIFY ON DELIVERY TO
CONGRESS OF CONGRESSIONAL PRESENTATION DOCUMENT
FOR FISCAL YEAR (insert fiscal year)." ‘
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(7) Reports from the RCS: DSAA (AR) 1200 FMS reporting system
which contain classified information will be marked:

"CLASSIFIED BY SAMM (DOD 5105.38-M),
DECLASSIFY UPON NOTIFICATION BY THE ORIGINATOR."

c. Coproduction, For all countries and international organiza-
tions, information which indicates by specific type any item of Major Defense
Equipment (MDE) (e.g., F-16 aircraft) is classified in coproduction proposals
only. Such information will be declassified upon termination of negotiations.
Such information will be marked:

"CLASSIFIED BY SAMM (DOD 5105,38-M), DECLASSIFY ON
TERMINATION OF NEGOTIATIONS."

d. Nonrecurring Cost Recoupment Charges. Worksheets showing
calculations which contain projections ot dollar Tevels of future U.S. invest-
ment in the development of a defense item and projections of future multiple
foreign requirements will be classified (see Chapter Seven of this Manual).
Worksheets will be declassified when the defense item becomes obsolete to U.S.
requirements, Worksheets will be marked:

“CLASSIFIED BY SAMM (DOD 5105.38-M), DECLASSIFY UPON
NOTIFICATION BY THE ORIGINATOR."

e. Section 36(b) Notifications and Section 118 Reports. Specific
classification directions and guidelines for Section 36(b) notifications,
Section 118 reports, and input data elements for these documents are specified
in Chapter Seven of this Manual.

C. RELEASE OF INFORMATION,

1. Unclassified.

a. Public. In accordance with the AECA, Section 21(f), it is the
policy of the 0oD to maximize to the fullest extent consistent with national
security the amount of information available to the public. Further, it is
the policy of the DoD to comply fully with both the specified provisions and
the general intent of the Freedom of Information Act, as amended. Release of
information will be in accordance with procedures established by DoD Directive
5400,.7 and DoD Instruction 5400.10.

(1) The DSAA 1200 FMS information system is a frequent source
for providing information to the public. The DSAA maintains a consolidated
data base which contains information about each FMS case by collecting essen-
tial data from a variety of sources over the life of each case. The 1200 sys-
tem is the exclusive source for such consolidated data and contains records
from the inception of the FMS program. '

(2) A large percentage of individual records in the case are
unclassified. They may, however, when grouped, produce a complete or virtual-
ly complete compilation of data. These kinds of groupings include but are not
1imited to: all current LORs, current undelivered balances of MDE, or group-
ings of generic classes of items such as "all surface to air missile sales".
Such groupings may then reveal concepts about a country's order of battle
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plans or current or planned defense posture of a country, region, or geograph-
ical area and result in a CONFIDENTIAL classified compilation of individually
unclassified data. Such a compilation then, by DoD 5200.1-R, paragraph 2-211,
would be denjed public release.

(3) Classification and denial of release to the public on this
basis shall be fully supported by a documentary explanation that will identify
with the specific criteria which resulted in such a judgment.

b. Compilation of FMS Case-level Data. On June 25, 1985, the
Secretary of Defense decided that a compilation of FMS case-level data should
be classified Confidential. For this purpose, a compilation is defined to
consist of data provided to the Congress quarterly pursuant to paragraphs (1)
and (2) of section 36(a) of the Arms Export Control Act that covers a single
period longer than five consecutive calendar quarters.

(1) Since a quarterly report covers FMS case-level data for
the entire fiscal year through the date of the report, the report for the
fourth quarter covers a period of four consecutive calendar quarters. There-
fore, a classified compilation could consist, for example, of the data con-
tained in the reports for the fourth quarter of FY 1985 and the second quarter
of FY 1986 for one or more purchasers.,

(2) The Data Management Division, Office of the DSAA Comptrol-
ler, ensures that quarterly reports of FMS case-Tevel data are provided only
to persons having a need-to-know who hold a current personnel security clear-
ance if such persons already possess sufficient numbers of quarterly reports
so that the provision of additional reports would constitute a compilation
thereof.

(3) This classification shall only be applicable to compila-
tions of quarterly reports prepared after June 25, 1985,

c. Foreign Governments and International Organizations. Unclas-
sified information may be released to the concerned country or international
organization as appropriate for purposes related to security assistance.
Price data may be released to MAP and IMET recipient countries and interna-
tional organizations, subject to recipients' understanding that prices are
provided for procurement planning and related purposes only, and that prices
quoted are estimates and are not necessarily those which have been or will be
applied to articles delivered or services rendered or training furnished to
the country or organization as Grant Aid. .

2. Classified.

a. Tentative Security Assistance Plans and Programs. Classified
information as to tentative plans and programs for the budget and future years
may be released to an involved foreign government or international organi-
zation to the extent necessary for its effective participation in the security
assistance planning process or its effective development of related defense
plans, and to the extent that it can be relied upon to maintain adequate
security precautions and to use the information only for the purposes for
which provided. Classified dollar levels of tentative country or organization
programs may be released only with the specific permission of the Director,
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DSAA, with the concurrence of the Department of State. U.S. officials who
release information under this paragraph will ensure that the recipient
government or international organization clearly understands that such release
does not constitute a commitment by the United States.

_ b. FMS Agreements. Classified information as to the quantity and
projected delivery schedules for articles and services in FMS agreements may
be released to the concerned country or international organization to facili-
tate appropriate planning by the recipient, subject to assurance by the
recipient that it will maintain adequate security precautions and will use the
information only for the purposes for which provided.

c. Procedures for Release., Release of classified information
under paragraphs a. and b, above 1S subject to the provisions of DoD Directive
5230.11 (Disclosure of Classified Military Information to Foreign Governments
and International Organizations), and DoD 5200.1-R, paragraph 8-104, Release
will be made only to officials of the country or international organization
involved who require the information in their official capacity.

3. Approval of Chief of Diplomatic Mission. In-country release of all
security assistance 1Information to a foreign government or international
organization will be made through or with the approval of the Chief of the
U.S. Diplomatic Mission to the government or corganization involved after a
disclosure decision has been made by the appropr1ate authority in accordance
with paragraph 2c above.

D. RCS: DSAA (AR) 1200 FMS REPORT SUBMISSIONS,

1. Entry of Data. Each entry into the DSAA 1200 system of data per-
taining to a new FMS case will indicate whether that data is classified under
the criteria of paragraph B.l.a. or B.2.b.(3), above. The security classi-
fication, for foreign relations purposes, of an FMS case in the 1200 system is
based on the identification in that system of the fact that a specific defense
article (e.g., Hawk missile) is or may be sold to particular foreign govern-

ment. The existence of classified technical data concerning defense articles
which are or may be sold under an FMS case does not warrant classification of |

that FMS case in the 1200 system, since such technical data are not entered
into the 1200 system.

2. Declassification. The implemerting agency must notify ir writing
the Director, DSAA of any FMS agreement which “is declassified under the
national defense classification criteria of DoD 5200.1-R and corresponding
MILDEP regulations. This notification will identify the case designator and
the date of declassification. The Director, DSAA will also ensure that
declassification of any data in the 1200 system is reflected in that system
within 15 working days after it occurs.

3. Codes; Card Columns. Machine readable code "U" will designate
unclassified FMS cases; code "C" will designate CONFIDENTIAL cases. The
proper code for classification or declassification as appropriate, will be
entered in column 78 of the "1" Card. See Chapter 15 of this manual for
DSAA(AR) 1200 report entry details.
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E. FOREIGN COUNTRY INVOLVEMENT IN THE DCD CONTRACTULAL PROQ§§§.

1. DOD Policy. Procurements made for FMS requirements must comply with

U.S. Government acauisition regulations and procedures. - Accordingly, such

procurements are normally conducted by the same [OD comporent that would

procure the same article or service for a U.S. DOD recuirement. The DOD com-
ponent.—responsible__for_ the FMS offer—and-—acceptanee—wili__assure thaﬁ]

sufficient details are 1nc]uded in the LCA to enable the U.S. contracting

fo1cer to negotiate and ‘award a ‘contract without fore1gn-CQuntrL_Legrgiﬂﬂlgr

{tion_or direct 1 ““involvement__in_the formal negotiation, process;? Required

~ fdiscussions with the 1ore1gn purchaser must be undertaken during~the develop-

ﬁQ?QKFNM‘ ment of the LOA and prior to actual implementation ir order to assure that the

\y
yt

contracting community has all the data reguired to awarc a contract consistent
with contracting regulations and the foreign country desires.

2. Release of Contractual Data. Since all pertinent information and
contractual obiigations between the DOD and the foreign purchaser are identi-
fied in the FMS LOA, there normally should be no need for the DOD C_component te
provide a copy of the contract to the foreign purchaser. {If the contract™i
inclassified _and_ provides es onTy_for the requ1remenf‘o“theﬁrequesflno country§

release-can-be—considered. This does not include internal documertation such

as negotiation or pricing memoranda. If the contract is classified, contains
SG requirements, or contains other foreign purchaser requirements, release is
not authorized.

3. Any questions or requests for exception to these provisions must be
forwarded to the Director, DSAA,

F. FOREIGN COVERNMENT INFORMATICON:

\

1. Information that is provided to the United States by a foreign **
government c¢r an international organization with the expectation, either
expressed or implied, that the infcrmation, the source of the information, or
hoth, are to be held in confidence, or similar information which is produced
by the USG/DOD pursuant to or as a result of a joint arrangement with a
foreian government or international organization., is to be held in confidence.

2. Classification of foreign government information will be in accord- *%
ance with Chapter X1 of DOD 5200.1-R

3. Requests for mandatory review for the declassification of foreign #**
government information shall be processed and acted upon in accordance with
Chapter XI of DOD 5200.1-R,

4, Equivalent Foreign and International Crganization Security Classifi- x*
cations are at Figure 5-1V-5,
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SECTION IV - EXPORT LICENSE AND CUSTOMS CLEARANCE GUIDANCE
FOR FOREIGN MILITARY SALES CUSTOMERS

A. PURPOSE. Paragraphs A_through E provide guidance and instructions for
processing export Ticenses and customs clearance§ for items purchased on a
government-to-government basis under the FMS program Paragraph F provides
information on the requirement for State Department approval prior to the
submission of sales proposals or presentations for SME items and/or technical
data. Paragraph G provides information on the export of classified defense
articles and services.

B.  USDOD SPONSORED SHIPMENTS OF FMS MATERIEL.

1. U.S./DOD Exemption from Export Licensifig. Under certain conditions,
no license 1s required for the export of defense articles or defense services
made by .an agency of the United States Government., When U.S./DOD sponsored
FMS materiel is shipped through the Defense Transportation System (DTS) on
Government Bills of Lading or other transportation documents, or by DOD-owned,
controlled, or arranged transportation with the U.S./DOD retaining custody of
the materiel until arrival at the overseas port of discharge of the destina-
tion country, the U.S./DOD 1is exempt from the requirement for an Export
License and the completion of the Shipper's Export Declaration. Under no
circumstances will these exemptions be extended to shipments made by any
foreign government.

2. Annotation of Transportation Documents. When the U.S./DOD retains

custody of the shipment and transportation responsibility until arrival of the

shipment at the overseas port of discharge of the destination country, under
the conditions defined above, and when movement 1is effected under Delivery
Term Codes "6," "7," and "9," all government Bills of Lading and other trans-
portation- documents issued to cover movement of such shipments will be anno-
tated "(APPLICABLE MILITARY DEPARTMENT) SPONSORED FOREIGN MILITARY SALES
SHIPMENT -- NO EXPORT DECLARATION OR LICENSE REQUIRED 22 CFR 126-4(a) APPLICA-
BLE." The signature.of the issuing officer on the bill of lading/document
will serve as a certification of this statement. NOTE: Under no circum-
stances will this annotation be made on GBL(s) or other transportation docu-
ments for FMS shipments made through or by a forwarding agent or by any
representative of a foreign country.

3. Reporting of FMS Export Shipments. Al1 U.S./DOD sponsored shipments
of FMS export materiel moving overseas within the DTS or under U.S./DOD
auspices and control, identified by Delivery Term Codes "6," "7," and "9" will
be reported monthly by the Military Traffic Management Command (MTMC) to the
Foreign Trade Division, Bureau of Census, Department of Commerce, in the
Foreign Trade Report to comply with the conditions under which the above-
mentioned waiver was granted and to satisfy the export data requirements of
the U.S. Department of Commerce.
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C.  SHIPMENTS OF UNCLASSIFIED FMS PURCHASED MATERIEL THROUGH COUNTRY REPRE-
SENTATIVES OR FREIGHT FORWARDERS.

1. Policy. The Department of State has established policy and proce-
dures in the International Traffic in Arms Regulation (ITAR), Section 126.6,
relative to the permanent export of unclassified defense articles purchased on
a government-to-government basis under the FMS program. This section of the
ITAR provides for Form DSP-94 (Figure 5-IV-1) to be used instead of an export
license for shipments through commercial channels of unclassified defense
articles sold under the FMS program.

_ 2. Country/Freight Forwarder Requirements. To make use of DSP-94,
freight forwarders must be registered with the Office of Munitions Control
(OMC?, file a letter with OMC from the foreign embassy or government appoint-
ing them as forwarding agent for that government's shipments, and file a
statement with OMC assuming full responsibility for compliance with the ITAR.

3. Procedures in Section 126.6 of the ITAR are quoted below for infor-
mation:

126.6 Foreign Military Aircraft and Naval Vessels, and the Foreign
Military Sales Program.

(a) General. A license is not required for the export of any
defense article if:

(1) The article was sold, leased, or loaned by the
Department of Defense to a foreign country or international orga-
nization pursuant to the Arms Export Control Act or the Foreign
Assistance Act of 1961, as amended, and

(2) The article was delivered to representatives of such
a country or organization in the United States; and

(3) The article is to be exported from the United States
on a military aircraft or naval vessel of that government or orga-
nization.

(b) Foreign Military Aircraft and Naval Vessels. A license is
not required for the entry into the United States of military
aircraft of any foreign state if no overhaul, repair, or modifica-
tion of the aircraft is to be performed. Department of State
approval of overflight (pursuant to the 49 U.S.C. 1508) and naval
visits must, however, be obtained.

(c) Procedures for the Foreign Military Sales Program.

(1) General, District directors of customs are au-
thorized to permit the export of unclassified defense articles,
defense services, and technical data without a license if they were
sold by the U.S. Department of Defense to foreign governments or
international organizations under the Foreign Military Sales (FMS)
program of the Arms Export Control Act. This procedure may be used
only if a proposed export is:
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(i) Pursuant to an executed U.S. Department of
Defense Letter of Offer and Acceptance (DD Form 1513); and

(ii) Accompanied by a properly executed DSP-94, and

(iii) Made by the relevant foreigr diplomatic mission

of the purchasing country or its authorized freight forwarder,

~provided that the freight forwarder is registered with the Office of
Munitions Control pursuant to Part 122 of this subchapter.

(2) Filing of Documents.

(i) The original copy of completed Form DSP-94,
together with ore copy of the corresponding authenticated DD Form
1513 and a shipper's export declaration, must be filed with the
District director of customs at the port of exit prior to actual
shipmert. An executed DD Form 1513 is one which has been signed by:

(A} An authorized Department of Defense rep-
resentative and countersigned by the Comptroller, Defense Security
Assistance Agency (DSAA), and

(B) An authorized representative of the foreign
government.

(ii) SED. The shipper's export dec]afation must be
annotated as follows: :

"The shipment 1is being exported under the
authority of Department of State Form DSP-94., It covers FMS Case
(case identification) , expiration date . 22 CFR 126.6
applicable.m ‘

(iii) Notification to the Office of Munitions Con-
trol. Copy number two of the completed Form OUSP-94 should be
removed by the exporter and sent immediately, tcgether with a copy
of the applicable authenticated DD Form 1513 and the Shipper's
export declaration, to the Office of Munitions Control. Form DCSP-94
shall be valid for two years from the date on which it is executed.

D.  FMS CUSTOMER RESPONSIBILITY,

1. General. Upon execution of an LOA, the foreign country authorized
representative must file necessary documentation with the Department of State
to permit the legal export of FMS materiel from the U'.S. by the country
freight forwarder.

2. Export Customs Clearance. It is the foreign country's responsibil-
ity to obtain export customs clearance for all FMS materiel exported from the
U.S., except when it is moved under U.S. Government auspices. Movement of
materiel which remains in the custody of the U.S./DOD is handled by a separate
procedurp See Chapter 5, Sect1on 1v, Paragraph B.1.
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a. Export declaration (U.S. Department of Commerce Form 7525-V,
Shipper's Export Declaration) must be prepared by the foreign country rep-
resentative/freight forwarder for all FMS materiel which is not moved by the
U.S. Government. - Declarations must be filed with and authenticated by a
District Director of Customs. Provisions of law and regulations concerning
export declarations are found on the reverse side of Commerce Form 7525-V, and
in 22 CFR 123.9, 123,25, and 126.6.

. b. After declarations have been prepared and authenticated,
shipments must be cleared through U.S. Customs by submission of documents to
the Dgstrict Director of Customs or export control officers (22 CFR 123,25 and
126.6).

3. Movements Requiring Export Customs Clearance. Shipper's Export
Declarations, appropriate U.S. Department of State and U.S. Customs export
clearances for FMS shipments, for which the customer country has transporta-
tion responsibility, are required for the following categories of country-
arranged movement:

a. A1l exports of materiel made through or by the FMS customer
freight forwarder or designated agent.

b. Pilot pick-up of materiel by foreign country-owned or chartered
aircraft, or by FMS customer-procured space on commercial aircraft.

c. Export by FMS country-owned or chartered ocean vessel, or by
FMS country-procured space aboard commercial vessels.

4. Overseas Customs Clearance. The FMS customer country is responsible
for obtaining overseas customs cleararce of all FMS materiel through its
customs agencies for receipt of the materiel at the country port of discharge.

5. Reporting of Export Traffic. A1l export of FMS materiel from the
U.S. will be reported to the U.S. Department of Commerce as required by
current federal statutes.

E.  INTRANSIT SHIPMENTS OF UNCLASSIFIED DEFENSE ARTICLES.

1. General. For the import into, and re-export from, the U.S. of any
unclassified defense articles, a Temporary Import License DSP-61 (See Figure
5-1V-2) is required. This includes defense articles being temporarily
imported to the U.S. for overhaul, repair, modification, and intransit ship-
ments to a third country. An example of an intransit shipment to a third
country is a defense article imported to the U.S. for incorporation into
another article and is returned to the country of origin. or shipped to another
country. ‘

2. Procedures for Repair and Return.

a. Department of State and U.S. Customs Service Requirements. The
foreign government 1s responsibie for obtaining the DSP-61 and the appropriate
U.S. Customs clearance in accordance with paragraphs 123.3 and 123.5 of the
ITAR. The U.S. Customs Service will accept an approved DSP-61 as authority
from the Department of State, for duty-free entry into the U.S. of U.S.-origin
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defense articles which are the property of a foreign government and which are
being temporarily imported for repair and maintenance pursuant to an FMS
agreement. The DSP-61 must cite the FMS case ir block 10 and a copy of the DD
Form 1513 must be attached. This will eliminate the need for foreign govern-

ments to request separately a duty -free exemption from the Department of
State.

: b. Shipments Arranged by the U.S. DOD. A DSP-61 is not required
when the shipment arrancements are being made on a U.S. Government Bill of
Lading within the Defense Transportation System.

c. FMS LOA Requirements. DOD components preparing LOAs for repair
‘and return programs will include a supplemental condition, when applicable,
indicating the requirement for the foreign country to obtain an approved
DSP-61 from the Department of State.

F.  STATE DEPARTMENT APPROVAL OF PROPOSALS RELATING TO SME.

Policy. Before making_a proposal or presentation to a foreign
perscn “to sell EME valued at $14 m111f33‘6?“ﬁbrq for end-use by foreign armed
forces, a commerc1a1jcompany must obtain approvdl from the Department of State
if the identical SME has not been previously approved for export. This
requirement does not apply to the NATO countries, Australia, New Zealand, or
Japan. This prior approval permits the contractor to conduct unclassified

[This space left blank intentionally.]
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discussicns and make a sales proposal in connection with the sale of a specif-
ic item of SME to a particular country. The prior approval is nct required
when the specific item of equipment has been previously approved for export to
any fereign country. In such cases, the State Department must be notified in
writing thirty days in advance of the proposal or presentation.

In addition, prior approval must be obtained for any proposal to

enter a Manufacturing Licensing Agreement (MLA) or Technical Assistance
Agreement (TAA) with any foreign person for the production or assembly of SME,
The Office of Munitions Control advises that there are not exemptions from -
this reaquirement, hence the 30-day prior notification is not applicable to
proposals designed to constitute a decision to enter any agreement for the
production or assembly of SME,

¢

2. ITAR Provisions. The policy and procedures reiative to State
Department approval requirements regarding sales proposals or presentations
are in the ITAR, Section 126.8. If marketing efforts will ertail the disclo-
sure of technical data or temporary export of defense articles, the appropri-
ate export license must be obtained.

G. . PROCEDURES FOR THE EXPORT OF CLASSIFIED DEFENSE ARTICLES AND SERVICES,
Application for export license}for the export or import of classitfied defense
articles and services must be’ made on Department of State Form DSP-85 (See
Figure 5-1V-3). Application must be made by a U.S. national in accordance
with the provisions of Part 125 of the ITAR. Classified materiel may only be
released to a foreign government representative who has been designated in
writing by the recipient government. A foreion government may designate a
freight forwarder as their agent. The written designatior shall contain
assurances that the person has a security clearance at the appropriate level
and that the person will assume full security respcnsibility for the materiel
on behalf of the foreigr government. The recipient will be required to exe-
cute a receipt for the materiel, regardless of the level of classification.
Classified shipments resulting from direct commercial sales must comply with
the same security standards that apply to Foreign Military Sales (FMS) con-
tracts., Prior to consummation of a commercial contract that will result in
the shipment of classified materiel, contractors must consult with the pur-
chasing government, the DIS Cognizant Security Office and the responsible DOD
component to obtain approval of the transportation plan. The transportation
plan is at Figure 5-IV-4, In the event the defense contractor is unable to
make suitable arrangements for shipment of classified materiel being procured
under a direct commercial contract, the contractor should notify the foreign
customer to make appropriate arrangements for DTS shipment under a foreign
military sales (FMS) Letter of Offer and Acceptance (LOA).

% N ¥ N F % X N ¥ ¥ N X ¥ ¥ ¥ O % *

H. FMS CREDIT FINANCED DIRECT COMMERCIAL CONTRACTS. Consistent with the
guidetines in Chapter Y, Section IIT, Paragraph T, USAA reviews direct commer-
cial contracts submitted by FMS credit recipients for FMS credit financing
approval. The review for financing approval is separate ard distinct from the
munitions/export licensing requirement of the Department of State or Depart-
ment of Commerce, as applicable. Approval of financing for a commercial
contract does not relieve the exporter from the necessity of obtaining
required export licenses, ncr imply automatic U.S. Government approval of such
licenses when requested.
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FIGURE 5-1Vv-1

FORM APPROVED: OMB NO, 1405-0051
EXPIRATION DATE: JANUARY 31, 1988

UNITED STATES OF AMERICA dek
' DEPARTMENT OF STATE

~ AUTHORITY TO EXPORT DEFENSE ARTICLES AND DEFENSE SERVICES SOLD UNDER
THE FOREIGN MILITARY SALES PROGRAM

This form, when properly executed and accompanied by an authenticated Department of Defense Offer and Acceptance (DD Form 1513), constitutes authority
under seclion 126.6 of the Internationa! Tralfic in Arms Regulations (ITAR) to export the defense articles and defense services listed thereon. This form may
be used in lieu of a Department of State export license to export defense articles and services sold by the Department of Defense under the Foreign Military
Sales (FMS) program. This export authority is valid for 2 years from the date shown in item 12 belcw.

The Departmenl of State may, without prior notice to the exporter, deny, revoke, suspend, or amend this authority consistent with ITAR section 126.7.

Willful violation of the ITAR, making an untrue statement of a material fact, or omission of a material fact required to be stated on this form are subject
to prosecution and, upon conviction, fines up to $100,000 or up to 2 years’ imprisonment, or both. (Section 38(c), Arms Export Control Act; section 127.3. ITAR )

1. PM/MC Applicant Code 2. Country of Uitimate Destination/Purchaser 3. Pon of Exit from U.S.

4. Applicanl’s Name, Address, ZIP Code, Tel. No. 5. Foreign Military Sales Case Identifier : 6. Date of FMS Case Implementation

7. Total Value of Defense Articles and Defense
Services of Original FMS Case - $

-8. Only the unshipped balance, valued at $ __—__ , of this FMS case is covered
by this DSP-94. Previous shipments of this FMS case were covered by a Form DSP 94
dated ___ and/or Department of State license No.

9. Form DSP-94 constitutes an amendment to the value and/or quantity of defense articles and services authorized under this FMS case as shown in the
attached amended DD Form 1513, ves ] No
T 10 ex'p'oner is a freight forwarder acting on behall of a toreign governmenl or diplomatic mission, provide the name, address, and telephone number of
the foreign official in the U.S. familiar with this FMS case.

11. U.S. Munitions List Categories (see section 121.1 of the ITAR). Please check the appropriate categories to indicate the types of defense articles and/or
defense services included on this FMS case:

[ vi. XI. XVI. XXL.
. vil. XII. XVII.

. Svm. i <X XV,

. IX. XV XIX.

V.. X. XV. XX.

12. Exporter's Statement
[ . hereby exercise the authomy to etfect the export described above;
warrant the truth of all statements made herein; and acknowledge, understand, and wn|| comply with the provisions of Title' 22 CFR Part 120-128 and
130 and any conditions and limitations imposed.

Signature - Date .
{Authority valid for 24 months from above date.)

FORM DSP-94
1/85 : 1—AUTHORITY TO EXPORT

FIGURE 5-IV-1. Authority to Export Defense Articles and Defense Services Sold
under the Foreign Military Sales Program (Form DSP-94),

. 9, 31 Jul
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FIGURE 5-1V-2

Application/License for Temporary Import of
Unclassified Defense Articles (Form DSP-61)

APPLICATION/LICENSL VUM
TEMPUHAHY IMFORT OF UNCLASSIFIEU Ut FENSE ARFICLES

COMMENTS REGUESTED BY FHOM

| | DOO/ORAE L] EA/RA U ACDA

() AKMY ) Eur/keMm [) Nasa

1§ Navy {1 NeasHA €} ENERGY

[t AiH FORCE ) aAFi 0

L1 $Mm/SAS {1 ARA/aPP 0

{1 vousNsA {'] oks/sAl 0 CASE NO. RECEIVED PM/MC DATE STAFFED
HEPLY 1L HE AND RE FURN 1O UFFICE QF MUNITIONS CONTROL, DEPARSMENT OF STATE, WASHINGTON, D.C. 20620

1 s wia peownos Typed neme/initiass. Communts.

{J appiove wiproviaas

1) aay
1 Deie pregared 2. PMIMC spplicant code 3. Forwign country Irom which shipped 4. U.S. port of impont

WXWX 5 Applcant's nama, sddreds, ZIP cude, tel. no. 6. Foreign country of ultimets 7. U.S. port of export
desunsuUn
4. Naine, S1ate, and 1elephone numbes ot epplicant contact if U.S. Government

nesds addiLonal information

TELEPHONE NUMBER:

Omb NO, 47-R03128

MUNIT
6. QUANTITY 10. COMMOBITY finicate urerhaut/repatr /mundification cost V1-MUNITIONS 12, VALUE
g ' if applicable and known, Jollow nstrucisons carefully) CATEGORY )
Jra voTaL vaLug: $
14 Source or Manutecturer of COMMOity 16. Spucitic puspows 101 which the materiai is imported (overhaul, repalr,
mudificaison, or iransshipmeni io & third counsry)
16 Naine and addiess 0f Owned OF COMMOdIty in toMign cOuntry liomn which 17. Neme snd addsess Of cONgi in foreign country trom which shipped
angignor .
hwped
18. Nemae snd addives ot consignes 1n 10r8ign country of ultunate destinstion 19. Neme and sadsess of end user 1n loteign country of uitimats dastinetion’
20 Name snd 600 4as O 1018:gn inlerMadiale CONMPNee 21, Neme and sudrems of U.S, rhaul/repair facility
or easshipmeni ageni)
i
22 1ne IDENTICAL commodity (lwas iansad 10 the country in biock ) 2D, APPLICANT'S STATEMENT (See Insrruciions)
under Iicenss no ; Owas icensed
0 other countiies under IICenss MY : i . heraby epply tor & license to
CJwas denwd 10 the country i bI0ck 3 under voided 1censs no. (Typed Nome)
- N the sbove; warrant the truth of ait statements
<Ll never ticansea tor s appiicant Meds heiuin, 8nd acknowiedyd, undeistend and wili comply with the pro-
vinons of Titia 22 CFR 121:128 and 130 end sny conditions snd limstations
, Y 9 wnpused 1 the comymodity s luvearms or smnunition of U.S manulsciure,
!.I\; 'v“ ¢ NSE TO BE SENT TO Nerne, scuiruns, 21P code 1 Cortily thet, Lewd On corroboralive evidence, the commodity was not
VJ‘\(JMN turnished 0N & YNt Bass 10, OF scQuired without tull paymunt by. a foreign
V§x ;.;E.Fn;-..;‘ unz(;u # to15ign 824118NCe Prog oM of the LS. a3 sat torth in Tuie
-128 snd
WA 1 nd 130,
W
WXW
WXW
VW
WXW X
»unm OSP 61 Ce 9 . . FOKM AFPROVEL
N INSCARD PHEVIOUS LDITIONS 2--REFERRAL

FIGURE 5-1V-2, Application/License for Temporary lmport of Unclassified
Defense Articles (Form DSP-61).
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FIGURE 5-IV-3

Application/License for Permanent/Temporary Export or Temporary Import
of Classified Defense Articles and Related Classified Technical Data

(DEPARTMENT OF STATE USE ONLY)

800

SEAL Signature RRRLARRARN
Licenss is hereby granted to the spplicant for the described commodity » QOO 4
to be permanently exported from the U.S., to be temporarily exported IN nlnn:u:il: :l::
from and returned to the U.S., or to be temporarily imported into the 5
U.S. and returned to the foreign owner, provided shipment is made in 4, 0,9,8,8,9,9.9,9,¢
sccordance with the Department of Defense Industriat Security Manuel, [+ 35 n: 36 X
This licanse may be revoked, suspended or amended by the Secretary of : s'ete e e’e! .N'
State without prior notice whenever the Secretary deems such action 36%0%0'0%0%0% %! LICENSE VALID FOR 24
advisable. {DO NOT REPRODUCE THIS LICENSE (121.20(c}) LICENSE NO. SOIRIKXKRXXX MONTHS FROM ABOVE DATE

UNITED STATES OF AMERICA DEPARTMENT OF STATE

APPLICATION/LICENSE FOR PERMANENT/TEMPORARY EXPORT OR TEMPORARY
IMPORT OF CLASSIFIED DEFENSE ARTICLES AND RELATED
CLASSIFIED TECHNICAL DATA

2. PM/MC spplicant code 3. Check one:
O Permenent export
O Temporary export

£ Temporary import

1. Date prepared

4. Country of uitimate destination or sojourn 5. Country from which
shipped (temporary

imports only)

8. A ‘s name, sddress, ZIP cads, tal. no. _
7. Namss and telephone numbers of U.S. Government personnel (not PM/MC}
% XX familiar with the commodity
AN
et ete
449844,
XRNY
teletels
8. Name, State and telephone number of spplicant contact if U.S. Government
needs sdditionsl information
O TELEPHONE NUMBER:
11 12. MUNITIONS|
9. QUANTITY 10. COMMODITY (Fotlow instructions carefully) CLASSIF i4 LIST 13. VALUE
CATION CATEGORY
O Hardware [ Technica! Dats
14. TOTAL VALUE: $

15, Source or manufacturer of commodity

16. Specific purpose for which the materie! is required, including specific
program/end item

17. Name and address of seller in United States

18. Name and address of consignor in United States

18, Neme snd eddress of cognizant DIS security office

20, Neme and sddress of foreign consignes

21, Neme and address of foreign end-user

22. Date and level (TS, S or C) of security clesrsnce of facility in item 5
Date: Levei:
23. This sppli ! s: OONLY y new

D ONLY the unshipped balance of license no.

24, If commodity is being provided under a Foreign Mititery Sates (FMS) or

NOTE: APPLICATION CAN NOT INCLUDE BOTH

25. The IDENTICAL commodity [Jwas licensed to the country in block 3

Grant Aid (GAD) program, state which, and give the case
no.
_26. ‘Would app! of this rasult in an to export more

highly classified commaodities?
ONo  [OYes 1 yes, explein in a cover lstter (8 coples).

under license no. : Dwes licensed
o other countries under license no. :
O was denied to the country in block 3 undar voided license no.

; Cwes never licensed for this applicant

28. LICENSE COPY TO BE SENT TO: Name, address, 21P code

27.APPLICANT'SSTATEMENT (See Instructions)

1, , heraby spply for & liconse to com-
{Typed name) f

plete the transaction described above: werrant the truth of ell statements made

herain; and acknowledge, understand end wiit comply with the provisions of

R Titts 22 CFR 121.128 and 130, sny and and
the DOD industrial Security Manual, :
PO
AN/ Signeture
FOR FORM APPROVED

M DSP&8
11/82 (DISCARD PREVIOUS EDITIONS}

1-APPLICATION/LICENSE

OMB NO. 14050022

FIGURE 5-IV-3,

Application/License for Permanent/Temporary Export or

Temporary Import of Classified Defense Articles and
Related Classified Technical Data (Form DSP-85).

5-20

Change No. 6, 1 March 1986



DoD 5105,38-M

FIGURE 5-Iv-4
TRANSPORTATION PLAN

The provisions of DOD 5200.1-R and DOD 5100.76-M require that the trans-
mission instructions or the requirement for ar approved transportation plan be
incorporated into the security requirements of the United States Department of
Defense Letter of Offer and Acceptance (DD 1513) when the foreign purchaser
propeses to take delivery and custody of classified materiel in the United
States and use its own facilities and transportatior for forward shipment to

~its territory. The requirement for this plan will be included with any con-
. tract, agreement, Letter of Offer and Acceptance (LOA) or other arrangement

involving the release of classified materiels to foreign entities.

The transportation plan is to be submitted to and approved by applicable

DOD component authorities. As a minimum, the transportation plan shall

include the following provisions:

a. A description of the classified materiel together with a brief nar-
rative as tc where and under what circumstances transfer of custody will
occurs

b. Identification, by name or title, of the designated representa-
tive(s) of the foreign recipient government or international organization who
will receipt for and assume responsibility for the materiel. In case of U.S.
classified materiel, the personf
the level of the classified materiel to be shipped;

¢c. Identification and specific location of delivery points and any
transfer points;

d. Identification of commercial carriers and freight forwarders or